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PROBLEMS OF MANAGEMENT RISKS OF INFORMATIVE PROVIDING
OF REALIZATION OF INNOVATIONS

Raising of problem. Fourth industrial revolution
during the last decade assisted to swift development of
the newest information technologies and digitization of
national economy. In the same time these processes are
accompanied by the increase of cybercrime, losses from
informative sources. At modern highly dynamic
operating conditions any processes (including business
processes in particular innovative) are inseparable from
riskiness, what inherent to all industries of market
activity. To ignore risks it does not cost, expedient is an
acceptance of passing (preventive) ahead measures for
the sake of their warning, decline of their level or
compensation (in dependences on the types of risks,
circumstances of their origin, level) and others like that.
Providing of steady development of domestic
enterprises at the modern terms of instability, crisis, war
in Ukraine substantially becomes complicated by the
ponderable factors of danger. Among them an all greater
value is acquired exactly by the risks of informative
character.

Analysis of the last researches and publications.
To the range of problems of risk, riskiness plenty of
scientific researches (monographic, dissertation et al.)
was devoted. Range of problems of the informative
provision of enterprises and their innovation was
reflected in the research of such scientists as S. Babinska
[1], S.Barkova [10, p. 184-190], O. Belikova [10,
p. 184-190], 1. Britchenko [3, 22, p. 43-66], Yu. Ho-
ryashchenko [15, p. 103-107], K. Goffen [23],
A. Zaverbnyi [7; 8, p. 110-113; 16], S. Ilyashenko [9],
A. Knyazevich [22, p. 43-66], M. Korzh [10, c. 184-
190], S. Mishchanchuk [7], L. Nojak [7], Ya. Petrova
[16], Y. Pushak [8, p. 110-113], I. Fomichenko [10,
p. 184-190], 1. Paderin [15, p. 103-107]. The ma-
nagement of innovative risks was studied by specialists
such as T. Andrukhiv [12], S. Barkova [18, p. 80-88],
V.Bashtovy [17, p. 103-109], V. Brych [11],
L. Britchenko [3], D. Kozhurin [17, p. 103-109],
O. Kraychuk [3], T.Plysyuk [3], V. Vitlinsky [4],
L. Volynets [5], A. Zaverbnyi [6], Yu. Makarova [6],
P. Mykytyuk [11], Yu. Mykytyuk [11], L. Oleksenko
[14, p. 156-168], O. Pakhomova [17, p. 103-109],
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I. Fomichenko [17, p. 103-109], N. Shvets [20, p. 90-
102], M. Shkilniak [11]. Scientists such as S. Babinska
[1], S.Baranovska [2, p. 376-380], S. Barkova [18,
p- 80-88], V. Bashtovy [18, c. 80-88], V. Vitlinsky [4],
S. Ilyashenko [9], O. Pakhomova [18, p. 80-88],
I. Fomichenko [18, p. 80-88], A. Cherednychenko [19],
H. Yarovenko [21].

Isolation of previously unresolved parts of the
general problem. At the same time, analyzing the
achievements of risk management of information
support for the implementation of innovations, we
observe an insufficient number of conducted studies
dedicated to the issue of ensuring information security
of innovative activities of enterprises through risk
management.

Formulation of the goals of the article
(statement of the task). The goals of the article are the
study of the issues of risk management of information
support for the implementation of innovations and the
development of proposals for its improvement.

Presentation of the main research material.
Informatization of society and the economic system
determines the expansion of the information and
communication space of enterprises and organizations.
This will contribute to increasing the level of their
performance. However, in contrast to a positive result,
it will lead to an increase in negative effects (possibility
of information loss, insufficient level of information,
inappropriate use, etc.) [1-3; 5; 12-13]. This actualizes
the importance of research, improvement of the risk
management system of information provision, as one of
the key elements of ensuring a high level of operational
efficiency, sustainable development of domestic
enterprises. An important condition for -effective
information provision of the process of implementing
innovative projects is the ability to turn uncertainty into
risk, and further manage it. Information provision of
implementation  innovation (implementation  of
innovative projects) is characterized by a high level of
risk. The key reason for this is the term of the
implementation of the innovative project, which, as a
rule, is long, so its results cannot be predicted, especially
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in a highly dynamic external environment. It is
important for the system of information support of
innovations to identify and assess the levels of risks, to
establish ways of reducing them by developing a risk
management system for the information support of the
implementation of innovations.

Taking into account the contributions and interests
of stakeholders in the process of implementing an
innovative project, based on the analysis [1; 4-5; 11; 22],
the following key risks of innovative activity were
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identified: currency, price, banking, investment,
innovation, information, spontaneous, moral, personnel
risk, technological and legal. Visually, the inherent
nature of each of the specified types of risks to a certain
stakeholder is shown in Fig. 1.

In order to simplify the visualization of the risk
structure of the stakeholders of the innovation project,
we equated the probability of the occurrence of a certain
type of risk to "1", and its absence to "0" (Fig. 1).
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Fig. 1. Risks of innovative activity to a certain stakeholder

From Fig. 1. it is possible to draw conclusions that
it is the information (similarly to currency, price) that is
inherent to each of the stakeholders of innovative
projects, therefore it is important for management.
Scientists understand the information risk as "the
probability of receiving distorted information and
making incorrect management decisions" [1; 4; 9; 13].

An effective risk management system of
information support for the implementation of
innovations consists in the application of key (main)
functions. A functional approach to the risk
management process of information support for the
implementation of innovations will involve planning
and organizing this activity, as well as further
monitoring and, in case of deviations from the plan,
regulation (adjustment).

Feedback from the regulatory function to planning
(see Fig. 2) is also appropriate in order to prevent
identified deficiencies in the future.

It is clear that the first stage (Fig. 2) can cause
misunderstanding due to the terminology of risk
"planning". But, like any other processes, the planning
function is necessary for the facility management
system. At the same time, proper risk planning will
allow effective management of identified risks in the
future (one of the generally accepted methods). Agerizik
warns about possible failure, loss, etc., but also about
possible gain. Everything will depend on the situation
and the ability to use it, adapt it, etc. For the effective
implementation of innovative projects, domestic
enterprises need to investigate and manage the risks of
information provision of this activity at each separate
stage. Improvement, development of information
provision of innovative projects, formation of the risk
management system of this activity will help save time
for all stakeholders, increase the level of efficiency,
accuracy of information, reduce the level of uncertainty,
etc.
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Risk planning of the information support of the enterprise's innovative project

—> Formation of the stages of the innovative project, its information support
—» Identification of potential risks for each stage of project implementation

I
‘% Step-by-step identification of risks and factors causing them

L

Organization of information support of the enterprise's innovative project

—> Determination of subjects of the innovation project for each of its stages

Formation of a system of responsibility (authorities) of managers, specialists for certain
(relevant, inherent) types of risks

Development of measures aimed at minimizing, preventing, or compensating the risks of
information provision of the enterprise's innovative project

v

Controlling the levels of riskiness of the information support of the enterprise's innovative activities

v

Regulation of the information support of the innovative activity of the enterprise
(when deviations from the planned values are detected)

Fig. 2. The process of step-by-step risk management of the information support
of the enterprise's innovative activities

Conclusions. Improvement, development of
information support of innovative projects, formation of
the risk management system of this activity will help
save time for all participants, increase the level of
efficiency, accuracy of information, reduce the level of
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O3apko K., YenomOoutbko B. IIpoGsemu ynpapiiHHs pusukamMu iHdopmauniiiHoro 3ade3meyeHHsi BIPOBAIKEHHS
iHHOBaNii

YV po6oTi gocmipKeHo mpobiieMu yIpaBIIiHH pU3NKaMy iHpOpManiHOTo 3a0e3MeueHH BIPOBAPKeHHS iHHOBaMii. Y cydacHUX
BHCOKOAWHAMIUYHHX YMOBaxX (pyHKIIOHYBaHHS Oymb-sKi mpomecu (y TOMY YHCIHi Oi3Hec-TIpollecH) HEBIAIUIbHI Bix pu3uky. Bin
NpUTAMaHHUH YCIM Tamy3siM pHHKOBOI HisibHOCTI. He MoxHa irHOpyBaTH pu3ukd. JIOIiIbHO BHKOPUCTOBYBATH BHUIEPEIKYBaIbHI
(momepemKyBalbHi) 3aX0AM MO0 iX 3amo0iraHHs, 3HWKEHHs piBHsA ab0 KOMIIEHcamii 3aJe)KHO BiJ BHIIB PU3MKiB, 00CTaBHH iX
BUHUKHEHHS, PiBHS TOWIO. 3a0€3NeUYeHHs CTAJIOr0 PO3BUTKY BITUYM3HSIHUX IIJIIPUEMCTB B CyJaCHAX YMOBaX HeCTaOlIBHOCTI Ta KpHU3U
B YKpaiHi CYyTTEBO YCKJIaJHEHO 3HAYHUMH (haKTOpaMH PU3HKY.

BaxnmBoio ymoBoro edextuBHOrO iH(OpMaIiifHOro 3a0e3medeHHs NpU peasi3amii iHHOBAI[IMHUX IPOEKTIB € BMIHHS
MepEeTBOPIOBATH HEBU3HAYCHICTh HA PU3MK 1 MoJaiblie yrmpaBiiHHA HEUM. [HpopmariitHe 3a0e3meueHHs] BIPOBAKSHHs iHHOBaLii
(peasizariisi iHHOBALIMHUX MPOEKTIB) XapaKTePH3YEThCS BHCOKUM DPIBHEM PHU3HKY. Y CTaTTi MPOAHAII30BaHO CTPYKTYpPY PHU3HKiB
CTEHKXONJepiB IHHOBAIIHHOTO TPOEKTy. 3alpoIOHOBAHMII MpoOLEeC IIOETATHOTO YIPABIiHHS pU3HKaMH iH(opMariifHOro
3a0e3neueHHs] IHHOBAIIMHOI MiSUTBHOCTI IiANPHEMCTBA. 3alpoIlOHOBaHA CHCTEMa YIPABIIHHSA pPH3MKaMU iH(pOpManiifHOro
3a0e3neyeHHs BIPOBA/DKCHHS 1HHOBALif MiANPUEMCTBAMU CKJIAJA€ThCS 13 3aCTOCYBAaHHS KIIOYOBHX (OCHOBHHX) (YHKIIIH.
OyHKUIOHATBHUNA MiOXiZ 00 YIOpaBliHHA pU3MKaMHU Tpolecy iHdopMamiiiHoro 3a0e3ledeHHs] BIPOBAPKCHHS iHHOBaMiil
nependavaTuMe IUIAHYBAHHS Ta OpraHi3amilo Ii€l MiISUIBHOCTI, a TaKoXX HOJAIBIIMH KOHTPOJIb i, y pa3i BIIXWICHHS BiJ| IIIaHy,
perymoBaHHs (kopuryBaHHs). Jns edekTuBHOI peami3amii iHHOBALifHUX INPOEKTIB BITYM3HSAHUM MHiJIPHEMCTBAM HEOOXiIHO
JIOCII/DKYBAaTH Ta YHPaBIITH pH3MKaMU iH(popMamiiiHoro 3abe3medeHHs mi€l MisIBHOCTI HAa KOXKHOMY eTarli. YJIOCKOHAJIeHHS,
PO3BUTOK iH(OpMaLiiiHOro 3a0e3redeHHs] IHHOBALIHUX MPOEKTIB, (GOPMYBaHHS CUCTEMHU YIPABIiHHS PU3HKAMH L€l MisIbHOCTI
CIPHUATHME EKOHOMIT 4acy BCiX YYaCHHUKIB, i JBUIICHHIO €()EKTUBHOCTI Ta TOYHOCTI, 3MCHILICHHIO HEBU3HAYCHOCTI.

Kniouosi cnoea: inpopmanis, inpopmaniiine 3abesnedeHHs, iHHOBaWii, pU3HKH, iHGOPMALIMHUNA puU3UK, iHOpMariiHa
IUSUTBHICTD, YIIPABIIIHHS PU3HKAMH.

Ozarko K., Chelombytko V. Problems of management risks of informative providing of realization of innovations

The work investigated the problems of risk management of information support for implementing innovations. Under current,
highly dynamic operating conditions, any processes (including business processes) are inseparable from risk. It is inherent in all
branches of market activity. Risks cannot be ignored. It is advisable to use anticipatory (preventive) measures to prevent them, reduce
their level, or compensate depending on the types of risks, circumstances of their occurrence, level, etc. Ensuring the sustainable
development of domestic enterprises under the current conditions of instability and crisis in Ukraine is significantly complicated by
significant risk factors.

An important condition for effective information provision in implementing innovative projects is the ability to turn uncertainty
into risk and its subsequent management. Information support for implementing innovations (implementation of innovative projects)
is characterized by a high level of risk. The paper analyzes the risk structure of the stakeholders of the innovative project. The proposed
process of step-by-step risk management of the information support of the enterprise's innovative activities. The proposed risk
management system of information support for implementing innovations by enterprises consists of applying key (main) functions. A
functional approach to the risk management process of information support for implementing innovations will involve the planning
and organization of this activity, as well as further control and, in the event of deviation from the plan, regulation (adjustment). For the
effective implementation of innovative projects, domestic enterprises need to investigate and manage the risks of information provision
of this activity at each stage. Improvement, development of information provision of innovative projects, and formation of the risk
management system of this activity will help save time for all participants, increase efficiency and accuracy, and reduce uncertainty.

Keywords: information, information support, innovations, risks, information risk, information activity, risk management.
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