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PSEUDO-RING TESTS RESOLUTION FOR DYNAMIC
SINGLE FAULTS IN WORD-ORIENTED MEMORY

This paper presents single dynamic faults and methods for their detection. Such dynamic faults as
dRDF, dDRDF and dIRF are considered in detail. Also, pseudo-ring testing and the principles of
single dynamic faults detecting by pseudo-ring tests are considered. The paper presents the resolution
determination results for pseudo-ring tests in relation to these faults in the word-oriented memory. Also,
a comparative analysis of the pseudo-ring tests with known March tests is done. The results show that
pseudo-ring tests with an algorithmic complexity of (30—60)N, where N is the number of all memory
cells, can cover from 75 to 100% of all single dynamic faults. This advantage allows using pseudo-ring

tests as an alternative to existing classical and March tests.
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A lot of projects based on digital processing
systems use memory devices for data storing. Using
a memory device, we must consider the possibility
of faults appearing in this memory. These faults
appear because of various defects that occur dur-
ing the memory device operation [1]. Dynamic
faults are a type of faults which can appear in the
memory device [2]. To detect them, it is neces-
sary to develop specific tests which are presented
in different publications [3, 4]. These tests are
March tests. The main idea of March testing is
to write a value in every memory cell, read these
cells and compare with written value. If there
are no faults in memory, read and written values
must coincide. A March test represent a sequence
of write and read operations of 0 and 1 values in
memory cells [5]. For example, March test MATS
represent write 0 and read 0 from all memory cells
and write 1 and read 1 from all memory cells. As
we can see March tests are very simple. A feature
of the March tests is the low algorithmic complex-
ity, and as the result — the highest speed of the
test execution. Also, March tests have good fault
coverage. These advantages account for March
tests being used nowadays [6]. On the other hand,
March tests have a high hardware complexity.

An alternative testing method is pseudo-ring
testing [7]. The main idea of pseudo-ring testing
consists in LFSR (Linear Feedback Shift Register)
passing through all memory cells and comparing
final LFSR state with the expected one, which is
described in this paper in more detail. For March
test implementation we need to use a data genera-
tor for writing 0 and 1 in memory cells and result

analyzer for reading memory cells. In pseudo-ring
testing the data generator and result analyzer are
merged in one LFSR, which provides a significant
hardware resources reducing. Also, pseudo-ring
tests can detect dynamic faults in bit-oriented
memory [8]. Modern memory is word-oriented
and when moving from bit-oriented memory to
word-oriented memory, pseudo-ring testing needs
changes in LFSR structure and LFSR initial states
[9]. It means that new pseudo-ring tests must be
determined for word-oriented memory. Only a
few examples of pseudo-ring tests for a few static
single and coupled faults in word-oriented memory
are presented in literature [9, 10], which means
that pseudo-ring testing is poorly understood for
word-oriented memory and needs more research
in this field.

The main purpose of this paper is to determine
pseudo-rings tests for word-oriented memory and
to determine resolution of these tests for single
dynamic faults. Also, it is very important to
compare the proposed pseudo-rings tests with the
widely used March tests and to analyze algorith-
mic complexity of these tests and to analyze their
resolution, also known as fault coverage.

Single dynamic faults are presented in detail
in section 1 of this paper. In section 2 the main
idea of the pseudo-ring methods is considered. In
section 3 a few pseudo-ring tests for word-oriented
memory are proposed, their resolution with respect
to single dynamic faults is determined and a com-
parative analysis of pseudo-ring tests with March
tests is carried out.
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1. Dynamic memory faults

There are large number of faults occurring in
memory. The most typical classification of known
faults is presented in Fig. 1 [11].

In Fig. 1 dynamic faults are highlighted.
They are usually divided into single dynamic and
coupled dynamic faults. Let’s consider the single
dynamic faults [12].
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Fig. 1. Typical digital memory faults classification

Dynamic Read Disturb Faults (ARDF). A cell
has dRDF if a read operation immediately followed
by a write operation (w0, 70 or w1, r1) in this
cell cause an incorrect logical state at the output.
There are four types of dRDF (0w070, Owiri,
10070, 1wirl).

Dynamic Deceptive Read Disturb Faults
(dDRDF). A cell has dDRDF if a read operation
immediately followed by a write operation (w0, 70
or wl, r1) in this cell returns the correct logical
value, but the content of the cell changes. There
are four types of dDRDF.

Dynamic Incorrect Read Fault (dIRF). A cell
has dIRF if a read operation immediately followed
by a write operation (@0, 70 or w/, r1) in this
cell returns the incorrect logical value, but the
content of the cell remains correct. There are four
types of dIRF.

To detect these faults, it is necessary to perform
certain operations, in this case, perform a read
operation, which follows immediately after the
write operation to a specific cell. This sequence
of operations is performed by default in pseudo-
ring testing. Let us consider this type of testing
in more detail.

2. Pseudo-ring testing and detecting principle
for dynamic single faults

Pseudo-ring testing is based on the LFSR
(Linear Feedback Shift Register) passage through
memory cells. LFSR is a test data generator and
result analyzer. In the process of the LFSR passing,
the memory cells are overwritten and read, which

ensures the fault detection. To provide higher reso-
lution, unlike pseudo-random testing, the LFSR
repeatedly passes through memory cells a certain
number of times, which is called iteration. The
structure of the LFSR is defined by the structure
of an irreducible polynomial, and the iterations
differ in that the LFSR has different initial values
at the beginning of each iteration. The structure
of the LFSR, the initial states of the LFSR and
the direction of the test determine the three main
parameters that define the pseudo-ring test [13].
An example of iterative pseudo-ring testing is
presented in Fig. 2.
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Fig. 2. An example of iterative pseudo-ring testing

In Fig. 2 ‘i’ means the iteration number, ‘Init’
stands for the initial state of the LFSR, and ‘Fin’
is the final state of the LFSR. The final state of the
LFSR is compared with the expected one [13]. If
these two states are different, then a fault has been
detected. Also, the final state of the LFSR based
on a certain irreducible polynomial will coincide
with the initial one if no faults were detected,
provided that the number of memory cells is equal
to the irreducible polynomial period.

For word-oriented memory tester, the LFSR
structure is given by the structure of an irreduc-
ible polynomial over extended Galois fields [14].
This study deals with 4-bit memory testing. In
this case, we can apply the irreducible polynomial
g(2)=1+2z+22? over the extended Galois field (22)*
with the generating polynomial p(x)=1+x+x*. The
period of the polynomial will be equal to
T=0Q)" -1, (1)
where 7 is the bit width of the memory cells, m is
the number of digits in the LFSR [14].

In our case, the period will be equal to
T =(29%-1=255.

Thus, for 4-bit memory, the value of the mem-

ory cells with addresses 0 and 1 should be equal
to memory cells with addresses 255 and 256.
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Let’s consider in detail the principle of single
dynamic faults detection by pseudo-ring tests.

3. Pseudo-ring tests resolution determining

Pseudo-ring tests resolution is determined prac-
tically, i. e., by simulating the pseudo-ring testing
in the faulty memory, since it is rather difficult to
analytically determine the resolution. For simu-
lating pseudo-ring testing in the faulty memory,
we can apply the algorithm described in detail in
[15]. This simulation system can be implemented
in Python 3. This programming language is the
easiest to learn and has many auxiliary libraries,
which greatly simplifies and speeds up the devel-
opment process of any system.

Let us consider a test with the following pa-
rameters:

— the structure of LFSR is determined by the
irreducible polynomial g(z) = 1+2z+22z? over the
extended Galois field (22)* with the generating
polynomial p(x) = 1+x+x?;

— the initial state of LFSR:

- 0000 0000
- 0000 0001
- 0000 0010
- 1000 0000

— test direction: ascending addresses.

We shall call this test PS01 (pseudo-ring 01),
where 0 is the first iteration, and 1 is all iterations
in which there is 1 in the initial state. This test can
also be written as PS [w0 w1], where w0 provides
writing to all cells of logical 0 (the first iteration
of the test), and w1 provides writing to all cells
of logical 1 (all remaining iterations of the test).
The logical 1 with the displacement in the initial
states of the LFSR, passing through all the bits
of the LFSR (all test iterations except the first),
provides writing to all memory cells of the logical
1, which is well described in the source [9].

When determining the resolution of the PSO01
test with respect to dRDF, dDRDF and dIRF, it
is important to use the pseudo-ring tester architec-
ture with external loading of the initial state and
unloading of the final state of the LFSR.

PSO01 test based on the architecture shown in
Fig. 3 can be called PSO1e (pseudo-ring 01 exter-
nal). Also, this test can be written as PS[w0 w1]e.
This tester architecture provides the condition that
each tested memory cell will be read two times.
This feature will be important for detecting single
dynamic faults. Let us proceed to the consideration
of the PSO1e resolution definition in relation to
these faults.

The example of PSO1e executing in memory
with dRDF is presented in Fig. 4.
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Fig. 3. Pseudo-ring tester architecture for dynamic
faults detecting
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Fig. 4. Example of dRDF detecting by PSO1e

Fig. 4, a shows an example when, during the
testing process, the LFSR is at the memory cells
with addresses 7, i+1. At the next step of testing,
the LFSR is at the memory cells with addresses
i+1, i+2 (Fig. 4, b). In this example, a dRDF
fault occurs in the cell i+2. The value 1 should be
recorded in this cell. Fig. 4, b shows that when
reading cell i+2 the contents of this cell is inverted
and instead of reading 1, 0 is read. The value writ-
ten to the cell +3 will be 1. This change in the
cell i+2 also leads to the fact that the final LFSR
state does not coincide with the expected one and,
as a result, the fault will be detected.

The result of PSO1e simulating in memory with
dRDF is presented in Fig. 5.

In Fig. 5, a, the executed iterations are num-
bered 0, 1, 2, ... 8; 51.76 means that 51.76% of
possible faulty cells with dRDF00 where detected
by iteration 0; 76.08 means that 76.08% of all pos-
sible faulty cells with dARDF00 where detected by
iterations 0 and 1; 93.24 means that 93.24% of all
possible faulty cells with dRDF00 where detected
by all 9 iterations of the test PSO1e.

Fig. 5, b, ¢, d present PSOle fault coverage
for dRDF10, dRDF01 and dRDF11 respectively.

Also, Fig. 5 shows that PSO1e detects all
dRDFO01, since in this case the next condition in
each memory cell is provided: Ow1#1, that is, the
reading 1 after the transition from 0 to 1. The
remaining types of dRDF cannot be fully detected
by this test. The algorithmic complexity of the
PSO1e test is 3-9N = 27N, where N is the number
of the memory cells. To detect dRDF00, we need
to duplicate the operation @0. To detect dRDF10,
we can add operation @0 at the end of the PSO1e
test. Thus, the PS[w0 w0 w1 w0]e or PS0010e test
can be applied to detect all dRDF except dARDF11.
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Fig. 5. PSO1e resolution with respect to dRDF00 (a), dRDF10 (b),

dRDFO01 (¢) and dRDF11 (d)

Algorithmic complexity of this test will be equal
to 3-11N = 33N. To detect dRDF11, it is necessary
to duplicate the operation w1. The initial LFSR
states for w1 will look as is shown in Fig. 6.

In this case, the algorithmic complexity of the
test will increase significantly: 3-19N = 57N, but
all dRDF will be detected. This test could be writ-
ten as PS[w0 w0 2w1 w0]e or PS001,0e.

Let us consider PSO1e resolution in relation to
other single dynamic faults. The example of PSO1e
executing in memory with dDRDF is presented
in Fig. 7.

Fig. 7, a shows an example when, during the
testing process, the LFSR is at the memory cells
with addresses i+1, i+2. At the next step of testing,
the LFSR is at the memory cells with addresses
i+2, i+3 (Fig. 7, b). In this example, a dDRDF
fault occurs in cell i+2. The value 1 should be
recorded in this cell.

Fig. 7, b shows that during the reading of i+2
cell, the content of this cell is inverted, but the
correct state 1 is read. The written value to the
i+3 cell will be 0. When the i+2 cell will be read
again, the read value will not be 0 and as a result,
not the expected value 1, but the value 0 will be
written to the i+4 cell. This change will lead to
the fact that the final LFSR state does not coincide
with the expected one and, as a result, the fault
will be detected.

The result of PS01e simulating in memory with
dDRDF is presented in Fig. 8.
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Fig. 7. Example of dDRDF detecting by PSO1e
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Fig. 6. Initial LFSR states
with double operation w1

In Fig. 8, a, the executed iterations are numbered
0, 1, 2, ... 8; values in the right part mean how
many of possible faulty cells with ADRDF00 where
detected. For example: 89.9 means that 89.9% of
all possible faulty cells with dDRDFO00 where de-
tected by 7 iterations of the PSO1e. Fig. 8, b, ¢, d
present PSO1e fault coverage for dDRDF10,
dDRDFO01 and dDRDF11 respectively.

Fig. 8 shows that PSO1e detects all ADRDFO1.
We can use the PS[@0 @0 w1 w0]e or PS0010e test
to detect all dDRDF except dDRDF11, and we
need to use the PS001,0e test to detect all dDRDF.

a)

W ~J O O &= W NP O
% 88 ss s se ws se s se

c)

S o W N O
. . .. . .

(=]
.

Fig. 8. PS01e resolution with respect to dDRDF00 (a),
dDRDF10 (b), dDRDF01 (¢) and dDRDF11(d)
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a)

Fig. 9. Example of dIRF
detecting by PS0O1e

Let us consider PSO1e resolution in relation to
dIRF. The example of PS01e executing in memory
with dIRF is presented in Fig. 9.

Fig. 9 shows an example when, during the
testing process, the LFSR is at the memory cells
with addresses i+1, i+2. In this example, a dIRF
fault occurs in the i+2 cell. The value 1 should be
recorded in this cell. During the i+2 cell reading,
the contents of this cell remains correct, but the
incorrect state 0 is read. The value 1 will be writ-
ten to the i+3 cell and the final state of the LFSR
will not coincide with the expected one, and as a
result the fault will be detected.

The result of PSO1e simulating in memory with
dIRF is presented in Fig. 10.

In Fig. 10, a, the executed iterations are num-
bered 0, 1, 2, ... 8; values in the right part mean
how many of possible faulty cells with dIRF00
where detected. For example: 81.57 means that
81.57% of all possible faulty cells with dIRF00
where detected by 4 iterations of the PSOfe.
Fig. 10, b, ¢, d present PS01e fault coverage for
dIRF10, dIRF01 and dIRF11 respectively.

Fig. 10 shows that PSO1e detects all dIRFO1.
To detect all dIRF except dIRF11, we can use test
PS[@0 @0 w1 w0]e or PS0010e, and to detect all
dIRF, we must apply the PS001,0e test.

Results of single dynamic faults detection by
different tests are presented in the Table.

Test resolution for single dynamic faults

Test | dRDF | dDRDF | dIRF éﬁ’;ﬁﬁ;
PSO1e 14 | 1/4 | 1/4 27N
PS0010e | 3/4 | 3/4 | 3/4 33N
PS001,0e | 4/4 | 4/4 | 4/4 57N
March U | 2/4 | 0/4 | 2/4 13N
March LA | 2/4 | 2/4 | 2/4 2N
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Fig. 10. PSO1e resolution with respect to dIRF00 (a), dIRF10 (b),

dIRF01 (¢) and dIRF11(d)

The Table presents the resolution and algorith-
mic complexity of the pseudo-ring tests and March
tests for 4-bit memory [11, 12]. For example,
‘2,/4’ means that a test fully detects two subtypes
of faults from the four possible ones, N indicates
the number of memory cells. According to the
results presented in the Table, pseudo-ring tests
have higher algorithmic complexity, but at the
same time they detect single dynamic faults well.

Conclusion

According to the research results presented in
the paper, it can be argued that the pseudo-ring
tests have a high resolution with respect to single
dynamic faults in the word-oriented memory. The
PS0010e test presented in this paper detects 75%
of all dynamic single faults with an algorithmic
complexity of 33N, where N is the number of all
memory cells. By comparison, the March LA test
detects only 50% of all dynamic single faults with
algorithmic complexity 22N. Thus, the algorithmic
complexity of the pseudo-ring tests is higher than
that of the March tests, but the detecting ability
of the pseudo-ring tests is high, and their algo-
rithmic complexity remains linear in comparison
with classical testing methods.
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SAATHICTD [ICEBJJOKIIBIHHEBUX TECTIB BUABJIATU JVUHAMIUHI
OJIMHOYHI HECITPABHOCTI ¥ CJIOBOOPIEHTOBAHIN ITAM’STI

C. C. TPIIIKOB, I @. COPOKIH,
T. B. HIECTAKOBA

Mouanosa, M. Knmmnis,
Texniunnit YuiBepcurer MoJijioBu
E-mail: gritscov@gmail.com

Y dawniti pobomi npedcmagaeni 00unouHi OUHAMIUHT HECNPAGHOCME WGPl nam’smi i Memoou iXHL020 6UAE-
anenns. Jlemanvno poszasuymo maxi ounamiuni necnpagnocmi, ax Qunamiune pyinysarvne wumanns ( Dynamic
Read Destructive Fault — dRDF ), Qunamiune ysasne pyiinyioue vumanns ( dynamic Deceptive Read Destructive
Fault — dDRDF) i dunamiune nexopexmue wumanus (dynamic Incorrect Read Fault — dIRF) .

Icuyromo pizni memoouxku eusieaenns danux Hecnpasnocmetl. Hatibinou nonyaspuorw memoouxow € Mapuiosi
mecmu, OCKIIbKU MAKUM MECTNAM SAACMUBA JIHIUHA AN20PUMMIYHA CKAAOHICMY, KA BUSHAYAE YUCAO Onepauii,
Wo NPoBoOSIMbCs. HAO KOXKHOIO KOMIPKOIO nam’smi 6 npoyeci mecmyeanus. /lana ocobausicmv euanawac
MIHIMATLHUL 4AC BUKOHAHHS MeCcmy.

AZbmepramueon Mapuosum mecmam € nceeooKiivuesi mecmu. Ixnvoio nepeeazoio nad inwumu iICHYIUUMU Me-
mooamu mecmyeanns € HU3bKA anapamua ckaaonicmo. Ilce600Kiibyesi mecmu Mawmy AiHIIHO AN20PUMMIUHY
ckaaonicmy. Bowu wnenozano 0ocaidxxeni 6i0HOCHO KAacuunoi 00no6imuoi nam’smi, are wo CMOCYEMvbCs
CA0600PIENMOBAHOT NaM’ simi, mym 00CNI0KeHHs NCeBOOKINIbUCE020 MECNYBANHS NPAKMUUHO 810CYMHI.

Y daniii pobomi posensidaomocs ncesdOKiIbYesT Mecmu N0 I0OHOULEHHIO 00 00UHOUHUX OUHAMIYHUX HECNPAEHO-
cmetl Ha npuraadi womupvox6imuoi nam’smi. Ilpedcmasnena 3azarvua ides imepamusHozo nNCegioKiIvye8020
mecmyseanns. /lemanvno poseasnymo npunyun euserennss ARDF, dDRDF i dIRF, a maxox npedcmas.niero
30ammicmy ncesOOKIILUESUX MECNI6 BUABLAMU OAHT HECNPAGHOC.

Hokasano, wo ncegdoKiavuesi mecmu MAarwmo He 2ipuly 30AMHICMb GUSEAAMU GKA3AHI HECHPAGHOCME, HIX
MApwosi mecmu. 3a pesyrvmamamu pobomu 6uOHo, wo NCeOOKIIbYe6l mecmu 3 d120PUMMIUHOIO0 CKAAOHICIIO
(30—60)N, de N — wiavkicmo ecix ocepedkie nam’ smi, 00360.1s510mo noxpumu 6id 75 do 100% ecix odunounux
QUHAMTUHUX HeCnpAsHOCmel, WO 6KA3YE HA MOKAUSICG iXHBO20 GUKOPUCMANHS SK AJbMEePHAUCU ICHYIOUUM
mecman.

Kniouoei croga: ounamiuni 00UHOUHI HECNPABHOCTI, NCEBIOKIbUEEE MECMYSAHHS, TIMEPAMUSHICTND.
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CIIOCOBHOCTD IICEBAOKOJIBIHEBbBIX TECTOB OBHAPYKVIBATbD
INHAMMWYECKUE OAVMHOYHbIE HENCIIPABHOCTU
B CJIOBOOPUEHTHUPOBAHHON ITAMSITH

B dannoti pabome npedcmasienvt 00unouHble OUHAMULECKUE HEUCTPASHOCTIU YUDPOBOT NAMAMU U MeMOObL UX
obHapyxenus. [Jemanivho paccmompenvl maxue OUHAMUYECKUE HEUCIPAGHOCU, KAK OUHAMUYECKOe pA3pyud-
ouwee umenue (dynamic Read Destructive Fault — dRDF), Ounamuueckoe muumoe paspyulaiowee ymenue
(dynamic Deceptive Read Destructive Fault — dDRDF) u dunamuuecxoe uexoppexmuoe umenue (dynamic
Incorrect Read Fault — dIRF).

Cywecmeyrom pasiuinvie MemoouKu 00HaApyKenus Oanuulx Heucnpasnocmetl. Hauboaee nonyaspnuoi memoou-
KOU S6ASI0MCSL MAPULeSIe EeCbl, NOCKOAbKY OHU 00.1A0aA10Mm JUHETHOU AN20PUMMULECKOU CAOKHOCINDIO, Onpe-
densiowedi uca0 onepauuli, nPoeoouUMsvIX HA0 KAXKO0U Auelixol namsmu ¢ npouecce mecmuposanus. /lannas
0cobennocms onpedessem MUHUMANLHOE 6PEMsL BbINOJIHEHUS MECMA.

Anbmepnamugoli Mapuieébim mecmam sS8As0omces ncesdokovuesvle mecmol. Hx npeumywecmeom neped opyzu-
MU CYWECMBYIOUUMU METROOAMU TMECMUPOBANUSL SABAAEMCS HUIKASL annapamnas caoxnocme. I1ceedoxonvuyesoie
mecmuvl HeNJI0XO0 UYUEHbL N0 OMHOWEHUIO K KAACCUYECKOU 00HOOUMHOT NAMSAMU, 00HAKO UX UCCAe006dAHUsL KACA-
MeNbHO CAOGO0PUEHINUPOSANHOU NAMAMU NPAKMULECKU OMCYMCMBYIOM.

B dannoti pabome paccmampueaiomcs: ncegdoKOIbUeble MeCmvl N0 OMHOWEHUI) K OOUHOUHBIM OUHAMULECKUM
HEUCNPAGHOCMAM HA npumepe wemuvipexoumnot namsmu. IIpedcmasaena obuas udes umepamuenozo nceedo-
KObUes020 mecmuposanus. I1odpobuo paccmompen npunyun obnapyxenus dRDF, dDRDF u dIRF u npeo-
cmaeenda cnocoOHOCMb NCe800KOIBUEEHIX MECO8 00HAPYKUBAMY OdHble HeUCRHPASHOCTNU.

Hoxaszano, wmo ncegdokoavyesvie mecmol 001adaiom He xyouietl 06HAPYKUBAIOWET CROCOOHOCBIO, UeM Map-
wesvie mecmut. Ilo pesyrvmamam pabomot 6uOHO, 4MO NCEEOOKONbYCEBIE MECbL C ANZOPUMMUUECKOU CLOKHO-
cmwio (30—60)N, 20e N — Koauuecmso ecex sueex namsimu, no3eoisiiom noxpuims om 75 do 100% ecex odu-
HOUHBIX OUHAMUMECKUX HEUCNPABHOCTEN, UMO YKA3bIAem HA 603MOKHOCIb UX UCNOAb30BAHUSL KAK AJbMEPHA-
MUBHL CYULLCMBYIOUUM MECTAM.

Knioueevie caosa: ounamuuecxue oo0umnounwle Heucnpasnocmu, ncee@oxwwueeoe mecmuposanue, umepamue-
HOCMDb.
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