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UccnepoBaHue metonoB UHTelnNneKTtyalbHOro CTeraHorpaQ)quCKoro COKPbITUA OAHHbIX

B V|306pa>|<e|-|m|x A0 U nocrne nx nAIMeHeHus

JIM3aun I/IH(i)OpMaL[I/II/I C OIrpaHUYCHHBIM JOCTYIIOM.

Brenenue. CoBpeMEHHbIE KOMITBIOTEPHBIE TEXHO-
JoruM 00pabOTKM JaHHBIX MO3BOJIMIM LIUPOKO HC-
MOJIB30BaTh KpUNTOrpauIeckue METOMbI 3allUuThI
uHpopmanuu. OQHAKO A psifa MPHUKIAIHBIX 3a-
a4 MHPOPMAIMOHHON 0€30MacHOCTH NpHUMEHE-
HUS KpUNTOrpamuecKux METOJJOB HEIOCTATOYHO,
MOCKOJIbKY OHH HE IO3BOJISIFOT CKPBITh (PAKT HAJIH-
Y¥sl WM Tepeaddl HHQOpMAIUK ¢ OrpaHHYCHHBIM
JOCTYNIOM. B Takux ciydasix akTyajlbHBIMH CTaHO-
BSITCSL CTETAaHOTPaPUIECKIE METO/IBL.

Cocrosinne npoodJieMbl

Komnerotepnas creranorpadus (KC) axktuBHO
pasBuBaetcs yxe 6osee 25 net. Kak u3BecTHO, cTe-
ra"Horpadudeckue cpeactsa [1] mbITalOTCS CKPBITH
daxT nepenauu AaHHBIX. Yarne Bcero B KayecTBE
HOCHUTEJSI ISl COKPBITHSL JOMIOJIHUTENBHOM CeKpeT-
HOW HMH(OPMALIUK HCTIONB3YIOTCS MYJIbTHMETHNA-
HbIe (aiinbl (koHTeiHepsl), KC ucmons3yer B cBOMX
METO/aX HUX TICUXOBU3YalbHYIO H30BITOYHOCTH —
yacTb uHpopMarmu (aina—KOHTEHHEpa MOXKET
ObITh M3MEHEeHa 0Oe3 CYIIeCTBEHHOIO BIMSHHS Ha
Ka4ecTBO KOHTelHepa. B To ke BpeMsi coBpeMeHHast
KC wucnons3yer metonsl kpunrorpaduu s mud-
poBaHusg MH(OpMAIUK TIepe]] BKIIOYEHHEM B KOH-
TEHEep, YTO MO JTAaHHBIM CTATHCTHKH 3KBHBAJICHTHO
BHECEHUIO B KOHTEHHEpP CTOXACTHUECKOTO BO3MY-
HICHUSL.

YrpolieHre UCoIb30BaHUs METOAOB COKPBITHUS
uH(pOpMaIK U BO3MOXKHOCTh Mepeaaun uHpopma-
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ITpeioxeHa KOHLELHS CTEeraHOKPUNTOrpadhuueckoil nepcoHanu3ayi HHGOpMaIMKi Ha OCHOBE alllapaTHO-IPOrPAMMHOIT CHCTEMbI ayTeH-
TUduKamy nosp3oBareneii. [lokazano, 4To peanmsaius cTeraHorpadIecKuX MPOrpaMMHBIX CPEICTB ¢ IPEIBAPUTEIFHON 00pabOTKOM H30-
OpakeHHIT Ha OCHOBE pa3MBITHS 10 ['ayccy ¢ MHAMKanuel yrpo3sl 0OHApY>KEHHS CKPBITHIX JAHHBIX ITO3BOJIIET IIOBBICUTH YPOBEHb MIEPCOHA-

The concept steganographiccryptographic personalization of information based on the hardware-software system of user authentication is pre-
sented. The implementation of the steganographic software increases the level of personalization of information with the restricted access.

3anporoHOBaHO KOHLEMILIIO cTeraHoKpunTorpadiuHoi nepcoHaisauii iHGopmail Ha OCHOBI anapaTHO-IIPOrPaMHOI CHCTEMH aBTeHTUIKALIT
KOPHUCTYBauiB 1 IPOTOKOJTY Mepenadi JaHKX 3 ITBUILIEHUM CTyNeHeM 3axucty. [lokasaHo, 110 peasizaiist creranorpadiyHiux mporpamMHuX 3a-
c00iB 3 IIONEPETHBO0 0OPOOKOIO 300paKEHb Ha OCHOBI PO3MUTTS 3a ["'aycoM 3 iHAMKAII€r0 IOTPO3 BUSABJICHHS CXOBaHUX JAHUX JO3BOJIIE il
BUILMTH PiBEHb MepcoHati3amii inpopMartii 3 00MeKEHUM JTOCTYIIOM.

UM TI0 OTKPBHITEIM IUQPPOBBIM KaHAJIAM Tiepeadn
JaHHBIX CHAENald JOCTYIHBIMH CTeraHorpaguue-
CKO€ IPOrpaMMHOE OOECIEYEHUE PSIOBOMY MOJb-
30BaTENIO MEPCOHANBHOIO KOMITBIOTEPA C JOCTYIIOM
K [IOOATHLHBIM KOMITBIOTEPHBIM ceTsiM. CeromHs
CYIIECTBYET MHOTO pPa3iIMYHbIX CTeraHorpadudie-
CKUX NPWIOXKEHH, B TOM YKCIIE U Ha OecIuiaTHON
ocHoBe. lloHATHO, 4TO cpencrBa creraHorpaduu
MOTYT HCHOJIb30BaThCsl KaK 3aKOHOIOCTYIIHBIMU
rpaxk1aHaMH, TaK U YTOJOBHBIMH WU IIMUOHCKHUMHU
CTPYKTypaMmH, MO3TOMY AKTUBHO Pa3BHUBAIOTCS CO-
OTBETCTBYIOIIME METO/bI MPOTUBOACUCTBUS — KOM-
netoTepHbiil creroaHanu3 (CA), KOTOpbIA TMpeaHa-
3HaueH IsI OOHapykeHus (pakTa COKPBHITHS WH-
dopmanu BHYTpYM KOHTEHHEpAa WJIM BBISIBICHUS
(hakTa CKpBITOI Nepeiaun TaHHBIX.

KomnbrorepHblii cTeroanaams

DTO ecTh MacCWBHAs aTaka Ha creranorpadu-
YECKHUE CHUCTEMbI, HE H3MEHSIONas COJep>KaHue
coobmenusi. Cerogusi CA BBIJEISIETCS KaK caMo-
CTOATEIbHOE HAay4YHOE HAIpaBlieHUE, IeNb KOTO-
poro — BhISIBJIEHHE B HOcUTeNE (KOHTEHepe) dak-
Ta HAUYMs CKPBITHIX JAHHBIX U OLIEHKa o0bema
9TuX JaHHbIX. CA IIMPOKO HCIOJB3YyET ammapar
MaTeMaTH4eCKOW CTAaTUCTHKH, JIMHEHHOU anred-
pbl, KOMOMHATOPUKH, TEOPHUH TUIAHUPOBAHUS JKC-
MepUMEHTa, CTATUCTUYECKOTO aHanu3a, uGpoBoit
00pabOTKM ¥ pPACMO3HABAHUS CHUTHAJIOB W H30-
OpaxeHHi1, a TaKKe APYTUE pa3ieTbl MAaTEMATHKH.
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qI/ICJ’IeHHI)Ie 3KCHepHMCHTBI 110 BHGI[peHI/IIO " BBI-
SIBJICHHIO CKPBITBIX JAHHBIX — OCHOBHOM CITOCOO
nonyquHs[ I[OCTOBepHBIX CBCI[GHI/Iﬁ 0O Ka4eCTBEC
paboOTHI aITOPUTMOB cTeraHorpaduu M CTEroaHa-
nu3a. MccnegoBanue yCTOMYMBOCTH METOJIOB CO-
KpbITUs JaHHbIX B CA MO3BOJISIET MPOBEPUTH Ha-
JEKHOCTh CTEraHorpaUyecKkux ajaropuTMoB, a
TaKk)K€ BHECTU CBOW BKJIaJ B MH(OPMAIMOHHYIO
0€30MacHOCTh TOCY1apCTBA.

AHaJIU3 MOCJIEAHUX HCCICAOBAHUN U My0JIn-
Kanui

3a mocneaHue 25 NeT CO3AaHO MHOTO METOJIOB
COKpBITUS HHGOPMAIIMH B PA3IMYHBIX THUIAX U Qop-
Mmarax [1-4], a Takke METOIOB OOHAPYKEHUS BCTPO-
€HHbIX JaHHBIX. [lOMyNApHBIM CErOAHS METOAOM
CTEraHOrPa)UIeCcKOro COKPBITUSI €CTh METO/ 3aMe-
Hbl HanmMmeHee 3HauuMbix OuT (H3b-cteranorpa-
¢ust). Mnest MeToia COCTOUT B 3aMEHE OT OTHOTO JI0
YEeThIpeX MJIAAIIMX OUT B OaliTax IIBETOB IMUKCEJICH
HCXOJTHOTO M300paXeHUsi OUTaMu COOOICHUS, KO-
TOpPbIE HYXKHO CKpBITh B 3TOM KOHTeiHepe. Takue
METOJIbI HAJCKHBI U HauOoJiee MPOCTHI IS MPO-
rPaMMHUPOBAHHUSL, TOITOMY OOJIBIIMHCTBO KOMMEp-
YEeCKUX M CBOOOJIHBIX TIPOTPAMM COKPBITHS TAHHBIX
UMEIOT B cBoeM cocrtaBe mpwiokenuss H3b-cre-
ranorpadun. MeToJ TPUMEHSETCS B PacTPOBBIX
M300paKeHUIX, MPEJICTABIICHHBIX B (popMarTax Oe3
OTEPh.

Co0TBETCTBEHHO, OOJBIIMHCTBO METOJOB CTe-
roaHajan3a pa3padOTaHO JUIsl BBISIBICHUS UMEHHO
H3b-creranorpaduu [1-4]. Onaum u3 Hamboiee
TOYHBIX COBPEMEHHBIX METOJIOB OOHApPYKEHHS JIaH-
HBIX B M300paXKCHUSIX, COXPAaHEHHBIX B (popMaTax
0e3 motepp, ABnseTcs RS-creroananus [2-3].

Onnako abcoI0THOE OOJIBPIIMHCTBO COBPEMEH-
HBIX LU(POBBIX GoTorpaduil XxpaHurcs B popma-
te JPEG, Tak Kak B HEM Jyd4llle€ PeaIu30BaHO
cKatue U300paKeHU P MUHUMYME TIOTEPh BU-
3yallbHOTO KayecTBa. BbIcokas HpOU3BOAUTENb-
HOCTh JPEG-alropuTMOB OCHOBBIBAETCSI Ha Obl-
CTpbIX MpeoOpa3oBaHUSIX, OrPAaHUYMBAIOIINX HH-
TEHCUBHOCTh BBICOKOYACTOTHBIX COCTABIISIFOIINX
nzoopaxxkennit. Ho kak ytBepkmaercs B pabore
[1], HemocpeICTBEHHOE MPUMEHEHUE METOJ/I0B
H3b-creranorpadun x n3obpaxeHusm B popmare
JPEG n0CTaToO4HO MPOCTO MOXKET ObITh OOHapy-
JKEHO, MOCKOJIbKY CYIIECTBEHHO HCKa)XaeT COOT-
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HOIIICHUE YHCeT M300pakeHusI B TaKoM (opmare.
[Ipu sToM ucnonb3oBanue (HaitsoB UGPOBLIX (o-
torpaduii ¢ pacmmpenusmu, kpome JPEG, nns
nepesavu Wi IeMOHCTPALUH JIIOOUTEIbCKUX (o-
torpaduii uepe3 HTEpHET CeroaHs mo103puTellb-
HBI JJIs1 CTETOAHAJINTHKA.

[Ipu co3maHum METOAOB CTErOAHANIM3a pa3pa-
OOTYMKU MCXOJAT U3 TOTO, YTO MOJIb30BaTEIH OY-
ayT ¢ororpadupoBaTh OOBEKTHI WIH CIEHBI (O-
TOKaMepaMM CpeTHEro MM BBICOKOIO Kjacca, UiIu
WCTIOJB30BaTh UQPOBHIE (oTorpaduu ¢ TemMaTu-
4yeckux caiToB B cetu MHrepHer. OpHako u30-
OpaxeHHEe MOXKET OBITh 00pabOTaHO BIAICIBIEM
tdortorpaduu (006paboTka M300paKeHUs IJIs Jie-
MOHCTpalMu B VIHTEpHET) WM CaMHUM TI0Jb30Ba-
TEeJIEM JUIsl TOTO, YTOOBl UCKIIOYUTH I CTEroa-
HAJIUTHKA BO3MOXXHOCTb ITOJTyYEHHsI TOYHOTO OpH-
rMHaja.

OpHa U3 1enel CTaTbd 3aKIIIOYAeTCsl B MPOBeE-
JICHUU UCCIIeI0BaHUN 3aJJaHHOM TOYHOCTH M J0C-
TOBEPHOCTH MOJIY4YEHHUS pe3yabTaToB [5] mis RS-
aHanu3a MaccuBa (hailIoB—KOHTEHHEPOB C LENbIO
BBISIBJICHUS] UX 3aKOHOMEPHOCTEH U myTei 00paboT-
KU 3TUX (paiiyioB 1711 6€30M1acHOr0 COKpPBITHUS CTera-
HOrpaMUeCKUX JaHHBIX BHYTPH ATUX (hailyioB.

ITocTanoBka 3agaun

Kak npaBuiio, a1si cTaTUCTUYECKUX HCCIIEI0Ba-
HUIl METOJIOB cTeroaHanu3a OepyT HaOopbl (oTo-
rpaduii (oxoso 150—450 ¢aitnoB) 6e3 BO3MOKXHOCTH
OLICHKU UX Ipe/BapUTeIIbHON 00paboTku. B Harem
nUKIe padoT mokazaHo [1-5], 4To Takol MOIXona
NPUBOAUT K NPEYBETMUYCHUIO BO3MOXKHOCTEH METO-
na cteroaHanusza. Kpome Toro, Ha pe3ynbTarhbl CTa-
THCTHYECKUX MCCIICAOBAHUM BIHMAET HE TOJIBKO CTe-
TMeHb 3alIyMJICHUS N300pakeHMsl, HO U pa3pelleHne
¢otorpaduu. Tak a1 n300paskenuii 6onpIoro ¢hop-
Mata 0e3 BCTPOSHHBIX CTETaHOTpPaPUUECKUX aH-
HBIX XapaKTepHO MEHbIIee 3HAYECHUE JOKHOIOJIO-
JKUTETBHO BbIIBICHHBIX cTeraHoOuT (JITIBC) [4] —
BEJIMYHMH €CTECTBEHHOTO IITyMa U apTe(aKTOB PETH-
cTparuu Gororpaduii, KOTOpble HEKOPPEKTHO TPAK-
TYIOTCS METO/IOM RS-cTeroaHanusa, Kak CKpPBIThIC
nanubie. C apyroit croponsl, metoq CA npu Moje-
nupoBanun padotsl H3b-anroputma BbeigaeT Benmu-
YUHY TIOJIOKUTEIbHO BBIBJICHHBIX CTEraHOOUT
(IIBC) ¢ morpenHocThio B OOJBLIYIO MM B MEHb-
UIyI0 CTOPOHY B CHJIy CTOXACTHUYECKOM MPHPOJbI
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(dbopMupoBaHUs N300pAKEHUS U CITyYalHBIX COBMA-
JICHUH W HECOBMAJCHUN 3HAYEHWH CTEraHOOWUT C
O6utamu tmdpoBoii pororpadun. Ilosromy 3amaua
aBTOPOB CTaTbU — BBINIOJHEHHE RS-aHaM3a MaccH-
Ba U300paXKEHUI, MOTY4YEHHBIX U3 KaMep pas3iiny-
HBIX MapOK M THUIIOB, YaCTh KOTOPBIX MOXET OBbITh
obpaborana. [locie mnepBoHaYaIBLHOTO aHaIM3a
MaccuB OyleT MOJABEPrHYT BO3JCHCTBUIO pa3iny-
HBIX (PHIIBTPOB, ¥ OYAET OLIEHUBATHCS BIIHMSHIE BHE-
CCHHBIX M3MEHEHHUN Ha Pe3yNbTaThl CTErOaHAaJIM3a.
[lens 3THX NEUCTBUI — BBISIBIICHUE YHUBEPCAIBHBIX
CpPEZCTB, CIIOCOOHBIX CHU3UTH PUCK OOHAPYKEHUS
JTAHHBIX, CKPBITBIX BHYTpH (hailioB N300pakeHUH.

OcHoBHast yacTh

Brimonanm dopmanuzamuio HarpaBiIeHUN CTa-
TUCTUYECKUX HccaenoBaHuil RS-CA — X MOXKHO
CrpYNIHUPOBATh 10 OCHOBHBIM HAIPABIICHUSIM.

e KonnuecTBeHHbIE UCCIEA0BaHMs — cOOp cTa-
TUCTHKH JJIi HM300paXeHWH CO BCTPOCHHBIMHU
JAHHBIMU U OPUTHMHAJIOB (0€3 CKPBITHIX JAHHBIX).
[lo momy4yeHHBIM HAaHHBIM (OCOOCHHOCTSM H30-
OpakeHMIi—aHOMaJui) MOXKHO CHEeJaTh IPaBio-
N0JI0OHBIE NPEINOJIOKEHNUS O JIO)KHOM OOHapy-
KEHUM CKPBITBIX JAHHBIX U JPYIHX ClIa0bIX MECT
METOJIOB CTEr0aHaIN3a.

e Omnpeenenue BAMAHUS IM(POBOI (uibTpa-
i Ha RS-CA pesynbraTbl. AHaIU3 CYIIECTBYIO-
IIUX ONepauuil Hajl M300pakeHUSIMHU IMPH IMOIro-
TOBKE K I€YaTH W/WIM THIIOBBIX ONEPAIHsX IIyMO-
NOJIABJIEHNS. U YJIyUIIEHUs] BU3YalIbHOIO KayecTBa:
YCUJIEHUE SIPKOCTH, TTOBBIIIEHUE KOHTPACTA U T.JI.

e llccrnenoBanre KauecTBEHHO-KOJIMYECTBEHHBIX
COOTHOILICHUI M300paXeHU (CTAaTUCTUKU BBICOKO-
IO MOps/IKa, IPOU3BO/HBIE CTATUCTUYECKUE XapaK-
TEPUCTUKN).

e TectupoBanue MeTONOB 00X0ja: IMperBapu-
TeabHas (UIBTpALMs, TT0100p M300paKEeHUH, J0-
OaBJieHHE B KOTOPBIE CTETAaHOOUT HE yBEIUYMBACT
cymectBeHHO npoueHT [IBC npu RS-CA.

ApXHUTEeKTYypa MNPOrpaMMHOI0 KOMILIEKCA
aHaJIM3a N300paKeHui

Jnsa uccnenoBaHuil XapaKTEpUCTUK MAaCCUBOB
M300paKEHUN Pa3IMYHBIMU METOJaMu ObLT pas-
paboTaH yHHBepCaJlbHBIH KOMIUIEKC aHAU3a H30-
OpaxxeHUIl ¢ MOJYJIBbHOW apXUTEKTYpO, O3BOJIS-
oKUK 00aBIATh HOBBIE (hopmaThl (pailioB u30-
OpaXeHUIl U aJIrOpuTMOB HMX aHaIM3a, a TaKKe
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BBITIOJIHATE 00pabOTKy 3THX H300pakeHHi 0e3
U3MEHEHUsI caMoro Komiuiekca [6]. I'maBHo# 3a-
nadeld mpu pa3padOTKe KOMIUIEKCA CTEroaHaIn3a
ObLlJ1a TOTPEOHOCTH MPOBEACHUS UCCIEIOBAaHUN HE
TOJILKO OPUTHMHAJBHBIX MAaCCHBOB H300paKCHUIA,
HO U OIpEeNeJIeHHBIM 00pa3soM MOIU(PHUIMPOBAH-
HBIX BEpCHil B Tporecce oO0paboTKH n300paske-
HUH, HApUMeEp, pPe3yIabTaToOB (GUIBTPALIUU IO BBI-
OpaHHBIM OTNIEPATOPOM—AHATUTUKOM AJITOPUTMAM.
Kpome Toro, He0oO6X0IMMO OBUIO BBITIOJNHSTH aHa-
U3 U300pakeHUH Pa3IMYHbIMU AITOPUTMAaMH, T.€.
B O0IIEeM ciTy4ae HaJ W300paxKeHUsIMH He0OX0 -
MO BBIMOJIHUTh 3a/IaHHYI0 TOCIIEI0BATEIBHOCTh
onepanuii puibTpanuu U aHanm3a. Kaxmas ore-
paius UMeeT BO3MOKHOCTh HACTPOMKH, T.€. 3a/1a-
HUS TapaMeTpoB (DUIBTPALIMY U aHATTU3A.

[Tosry4eHHBIE MAacCHUBBI CTATUCTHK XPaHATCS B
0a3e JaHHBIX, CTPYKTypa KOTOPOH IMO3BOJISIET CO-
XpaHATh U IMOJIy4yaTh CTaTUCTUKY, 0OpabOTaHHYIO
JIPYTHMH MOJIYJIIMHA aHallu3a JIaHHBIX. Takke
KOMIUIEKC MMEET JOCTATOYHO LIMPOKHE BO3MOXK-
HOCTH BBIOOPKH U aHAllM3a HAKOIUJICHHBIX TAHHBIX.
[lo mepeyncieHHBIM XapaKTEPUCTUKAM KOMILICKC
CTErOaHAJIMTUUYECKUX HCCIIEJOBAaHUN CYIECTBEH-
HO OTJIHMYAeTCs OT MMEIOIIUXCS peleHui, 00b-
IIMHCTBO U3 KOTOPBIX Y3KOCTICIIMATU3UPOBAHHEI U
BBITIOJIHSAIOT aHAJIN3 U300PKEHUM TOJIBKO OJTHOTO
TUNIA U OJHUM aJIrOPUTMOM, pe3yJIbTaThl 00pa-
OOTKH TaKXKe MPECTABIAIOTCS B CBOeM (opMare.

Jns pemieHuss 3TOM 3aJayu peaiMi30BaHa MO-
NyJIbHAsl apXUTEKTypa KOMIUIEKCa, MpeaycMaTpu-
Balollasi peanu3anuio QUIbTPOB U aHAIH3ATOPOB
B OTJCTBHBIX MOJYJISAX—PACIHIMPEHUSIX KOMILICKCA
[7], 9T0 TIO3BONIMIIO TOOABIATH TAKUE MOIYIH Oe3
M3MEHEHUs] OCHOBHOTO Komiuiekca. OunbTp 1 aHa-
JM3aTOp B ATOM apXUTEKType OMPEACINIOTCS Kak
nporpaMMHbIe  MHTep(delchl (Habop METOJIOB C
OTpe/IeICHHBIMU CHUTHAaTYypaMH), HCIOJb3yEeMbIe
OCHOBHBIM KOMIIJIEKCOM TIpH 00paboTke (haiisioB.
Monynmu—pacimpenus MpeACTaBIsIOT OO0 00bIY-
HbIe d[l-OMOMMOTEKH, copeprKallie OJUH WM He-
CKOJIKO KJIACCOB, PEATU3YIOIIUE 3TH HUHTEp(hEiChI.

Cpenu MpOTOTHIIOB KOMIUIEKCa MOYKHO Ha3BaTh
komruiekcel MGEBQO [1] u Digital Invisible Ink
Toolkit [4], a cpeny aHAJIOTOB — MPHIIOKEHUS, pa3-
pabotannsle nabopatopueir mpod. . Ppuapud,
Virtual Steganographic Laboratory for Digital
Images [7].
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Ha puc. 1 mnpuBemeHa nuarpaMma KIaccoB
KOMIUIEKCA, BKIIOYAIOIIass HHTepQeice (uibTpa
¥ aHAJIM3aTOpPa, a TAK)KE HECKOJBKO KIIacCoB, pea-
JAM3YIOIMX 3T HHTepdercel. Kaxkapiii U3 3Thx
KJIaCCOB pEaJIn30BaH B OTIEJIBHOM MNpoekTe dll-
OMOTMOTEKH.

ImageFilters SteganosFilter

Class Class
QObject QObject
ImageFilterInterface

ImageFilterInterface

ImageAnalyzerInterface
Abstract Class
ImageHandlerInterface

ImageFilterInterface
Abstract Class
ImageHandlerInterface

Class Class Class
QObject QObject QObject
ImageAnalyzerInterface ImageAnalyzerInterface

lass
QObject
ImageAnalyzerInterface

NoiseAnalyzer [MathStatAnaIyzers [C°|OI’CUI"|J=I i ly RS_

ImageAnalyzerInterface

Puc. 1. Jluarpamma kinaccoB GHUIBTPOB U aHATU3ATOPOB

Kpome unTEepdeiicoB Ha aumarpamMme mpuBee-
HBI JIBa KJlacca (UIBTPOB M YETHIpEe Kiacca aHa-
JN3aTOPOB:

— ImagekFilters — peanu3yer HaOOp CTaHIAPT-
HBIX rpaduueckux GunbTpoB: GaussianBlur, De-
focus, Highlight, Sharpen, BigEdge, Emboss, Em-
bossColor, EdgeDetect, Negative, RemoveChannel,
Punch;

— SteganosFilter — peanuzyet GUIBTPBI COKPHI-
THS JAHHBIX, OCHOBaHHBIE Ha anroputme H3b;

— MathStatAnalyzers — BBHITIOJHSIET aHAIU3 W30-
OpakeHHii METOJIaMH MaTeMaTUYECKOW CTaTUCTH-
KU, BO3Bpallas CpeHee 3HaYCHHE, CPEAHEKBaApa-
TUYHOE OTKJIOHEHUE U MeIHaHy Jil HECKOJIbKHUX
XapaKTePUCTHUK B PA3JIUYHBIX IIBETOBBIX IMPO-
CTPaHCTBAX;

— RS-Analyzer — BbInoNHsET RS-aHamu3 U BO3-
BpamiaeT Habop K03 (HUIIMEHTOB PE3yIbTaTOB;

— ColorComparisonAnalyzer — BBINOJIHAET
CpPaBHCHHE IIBETHBIX COCTABJISIONIMX IHUKCEICH
nzoopaxkenus (R, G, B) 1 BO3BpaliaeT CTaTUCTHKY
M0 COOTHOILICHUIO MEXIYy HUMU;

— NoiseAnalyzer — BO3BpaIliaeT IryMOBbIE XapaK-
TEPUCTUKU JIISl PA3HBIX IBETHBIX MPOCTPAHCTB.

KonunuecTBo Takux KiaccoB (UIbTpALUU H
aHanm3a OyJeT pacHIMPSATHCS AJS TOJACPKKA HO-
BbIX METOJIOB U anroputMmoB. PabGora ¢ koMIiek-
COM pa30uBaeTCs Ha HECKOJIbKO JTAIOB.

e Beibop ¢aiina 6a3pl JaHHBIX I XpaHCHUS
CTaTHCTUKH.

¢ J[o6aBrieHre Manok ¢ n300pakKeHUSIMH, KOTO-
peie HeoOxoaumo oOpaboTtath. [logmepxuBaercs
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peKkypcuBHas 00paboTKa MOJIUPEKTOPUI U 3a1a-
HHUE CIHCKa MacoK (haijioB i 00pabOTKH.

e 3a/1a4a TMOCTIEIOBATEIBHOCTH HK3EMIUIIPOB
(bUIBETPOB M aHAIM3ATOPOB, KOTOPHIMU OymyT 00-
pabaTeIBaThCsl M HccienoBaThes (ororpaduu.
OuIbTp — 3TO MOJYJIb, MEHSIOIMNNA U300paKeHNE
COIJIaCHO ONpE/IEIIEHHOMY alropuT™My. AHaIU3aTOP
BO3BpAllaeT OMNpEeNIEHHbI HAa0Op CTAaTUCTHK.
Jliis Momynelt 000MX THIIOB MOKET 3a7aBaThCsl Ha-
0op crieruUIecKux ISl HUX IMapaMmeTpoB (HarpH-
Mep, KOAhGUITMEHTBI paOOThl aITOPUTMOB (PHIIBT-
paly U aHaiu3a) — TaKUM 00pa3oM, CO3AOTCS
AK3EMIUISIPbI (DMIBTPOB U aHAIM3ATOPOB U J00aB-
JISIFOTCS B TIOCIIE0BATEIbHOCTb.

e 3amycKaeTcsl Ha BBINIOJIHEHUE 3ajada obOpa-
00TKH (PAiJIOB TIO TaHHBIM TPEIBITYIIUX 3TAIOB.
Peanuzanust 0OpabOTKH BBHITIOHEHA 110 CXeMe pa-
004YMX MOTOKOB, (ailyibl H300paXkeHNil 0OpadaThI-
BAIOTCSI HE3aBHCHUMO, OJlaroapsi 4eMy MOBBIIICHA
3¢ (HEeKTHBHOCTh TMapaJUICIbHOH 00padOTKM Ha
SMP-cuctemax.

e [locne oxoH4yaHus OOPaOOTKM HAKOILICHHAS
CTAaTHCTHKA JOCTYIHA JJIsI BEIOOPOK M IKCIIOPTa B
BUJIE OTYETOB TpeX THUMOB (puc. 2). CTaTUCTUKA 110
M300pKEHUSIM TIO3BOJISIET TOJTYYUTh PE3YIIbTAThI
aHaNM3a M300paXKEHMI 1Mo KaxaoMy (aiimy oTaens-
Ho. [Ipu 3TOM MOXXHO BBIOpaTh HEOOXOIUMBIN Ha-
0Op MaHHBIX, BBIBOAMMBIX ISl M300pKEHUM, a
TAaKOKE 3a/1aTh YCJIOBUE (PUIBTpAly MO HUM, Ha-
npumep:  (Iupuna > 1000), Beicora>1000) u
(Uwms like 'nature %'). Ha BTOpO#l BKIaIKEe MOMXKHO
BBIOpaTh HA0OpP JOCTYIHBIX JAHHBIX CTATHCTHKH,
OH 0TOOpaXkaeTcsi B BUIIE JIEPEBa, COJEPIKaILEro Mo-
CIIEIOBATEBHOCTH K3EMIUILIPOB (PUIBTPOB M aHa-
JIM3aTOPOB C BJIOKCHHBIMHU CITUCKAMHU CTATHCTHKH,
KOTOPYIO MOKHO BKJIFOUUTH B OTUET (pHC. 2).

[To maHHBIM CTATUCTUKUA MOXHO TAKXKE HMCIOJb-
30BaTh (PMIIBTPAIMIO, 3a/1aBasi HYKHBIM KOJIOHKaM
CHUMBOJIMYECKHE UMEHA U UCIIOJIb3Ysl UX B BBIpaXKe-
HusiX GusTpa, Harpumep: ([al] > 90) u ([a2] > 40).
[locne 3aganust mapamMeTpoB OT4ETa MOXKHO IIPO-
CMOTpPETH Pe3yJIbTaT Ha TPEThell BKIaake. Ero Mox-
HO DKCHOPTUPOBATH B csv-(ailn yid nanbHEUIIeH
00pabOTKH B TAOITMYHOM TPOIIECCOPE.

Bropoii BapuaHT CTaTUCTUKU — COBOKYMHBIM, MO-
3BOJIIET BBIBOJAWUTH arperMpoOBaHHYIO BBIOpaHHOMN
dbyHKIMEH (MUHIMYM, MAaKCUMYM, CyMMa, KOJTN4e-
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Puc. 2. HapaMeTpLI IOJIYy4Y€HHSA OTYETA 110 CTATUCTUKE

CTBO M CpelIHEEe 3HAYCHHWE) CTATHCTUKY MO 3aJlaH-
HBIM JITaHHBIM, CTPYIIIUPOBAHHYIO IO BHIOPaHHBIM
KoJioHKaMm. Harpumep, MOXKHO TOJTYYHTh CyMMap-
HYIO CTaTI/ICTI/IKy OTACIBHO IIO BCEM IIAaIlIKaM, B KO-
TOPBIX HAXOJATCS 00pabOTaHHBIC N300PAKEHHSL.
PesynbTaThl aHaim3a n300pakeHui
ABTOpaMHU BBITOJHEH PsJ UCCIASAOBAHUIN BIIU-
AHUSA paganme BO3MOXHBIX MOI[I/I(l)I/IKaIII/II\/JI, KO-
TOpbIE MOTYT OBITh BHECEHBI B M300paK€HUE MPU
€0 NBMCHCHHU KaK 06I)I‘~IHI>IMI/I I10J1b30BaTCIIsIMU

88

JUISL YIyYIICHUS Ka4eCTBa, TaK U C IENbI0 COKPHI-
TUSL BHYTPU M300paKeHUS KAKUX-TO JAHHBIX CIIe-
[UATHHBIMHU IIIUPOKO U3BECTHBIMH CTEraHorpadu-
yecKuMU MeToaMu. OIieHKa BBITIOTHSIACH Ty TEM
MPUMEHEHHS PACIPOCTPAHEHHOTO CPEJICTBA CTe-
ra"Horpaduueckoro aHanusa uzo0paxkeHuil — RS-
aHaiuza [3]. CeronHs 3T0 HanboJee MomyJsipHbII
1 3¢ dexTuBHBI cocod oOHApyXEHHUS MAHHBIX,
CKPBITBIX B M300p)XEHUSX C HCTIOJIB30BAHUEM DPa3-
JIMYHBIX CTETaHOTPaPUIECKUX METOJIOB [6].

[TockonbKy OH HE TPUBSI3aH K KOHKPETHBIM ajl-
TOPUTMaM COKPBITHSI, OH M3y4aeT COOCTBEHHO H30-
OpaXXeHHUE C IENBIO BBISIBJICHUSI €T0 MPUPOTHBIX 3a-
KOHOMEpPHOCTEH M BO3MOXKHBIX HM3MEHEHUH, KOTO-
pble ObUIM BHECEHBI Ty/a M MCKA3WIN 3TH 3aKOHO-
MepHocTH [2]. Meron RS-ananmza 4pe3BbIYAHO
a¢dexTuBeH [8] U, XOPOIIO 3apEKOMEHIOBAT CeOst
HAa MHUPOBOM DBIHKE CpEACTB cTeroaHanmmsza |[7],
MPUMEHSIETCS IPAKTHYECKU BE3JIE, T/I€ BBIMOJIHSCT-
Csl TMOWUCK JaHHBIX, CKPBITHIX C HCIHOJb30BaHUEM
creraHorpaMueckux METOJIOB 3alUTHl. RS-aHam3
JIOCTaTOYHO CJIOKEH BBIYHUCIUTENHHO, TpeOyeT 3Ha-
YUTETIHHBIX KOMIBIOTEPHBIX MOIIHOCTEH [UIS WC-
MOJIb30BaHMsI, OCOOCHHO TpHU aHau3e OOJBIIOrO
KonuecTBa m300pakeHnid. OmHako OH oOnamaer
WCKJIFOYUTENBHOW TOYHOCTHIO OOHApYKEHUS [aH-
HBIX, TIPUYEM PE3YJIbTAaThl BBIIAIOTCS HE B OWHAp-
Hoii opme oTBera «Jla/Her», a B Buae mpolieHTa
BEPOSITHOCTH HAJMYHSI CKPBITBIX JaHHBIX BHYTPH
(haiima—KoHTEIHEpa.

Bruto mpoBeneHo ucciaenoBaHue OLEHKU Kade-
CTBa OOHApYKEHUs CTEraHOrpaUIeCKuX JaHHBIX
C UCTIONIb30BaHUEM MeTona RS-aHanmm3a — aHau3
OOJIBIIIOTO MacCcHBa M300paXkeHUH (B KOJUYECTBE
1960 eaunumi), noayyeHHbIX U3 ceTu MHTEpHET U
IOMAIITHUX KOJUIEKIUH OOBIYHBIX ITOJIb30BaTEIEH
JUISL OIICHKW MeTona RS-cTeroaHanu3a Ha TUIHY-
HBIX H300paXEHUAX, LUPKYJIUPYIOLIUX MO He3a-
IIUIIEHHBIM KaHallaM CBsi3U. Llenb BhIOTHEHUS
3TUX HCCIIEOBAHUNA — BBISIBICHHE BO3MOKHOTO
BHECCHMS M3MEHEHUH, 4TO MO3BOJHT MPEAOTBpA-
TUTh OOHApYy>KEHHE TMOCIEIYIOIIEr0 CKPBITHOTO
BHECCHHMS HWH(POpPMALUU BHYTPb H300paKCHHS—
KOHTEHHepa.

Hanpumep, nmeem o0paboTaHHOE KaKUM-THOO
obpaszoM (mau BooOIe HeoOpaboTaHHOE) M300pa-
XKeHue. RS-aHaIu3 MOKa3bIBAET, YTO C BEPOSATHO-
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CTBIO IIATH TPOIICHTOB B HEM €CTh CKPBITHIC JaH-
Hble. MI3yueHne pe3ynpTaToB NpUMEHEHHs METoa
RS-anamm3a [8] moka3pIBaeT, YTO 3TO BEChbMa Be-
POSITHO AJ1s1 OOBIYHBIX N300PAKEHUH U HE BBI30OBET
TIOJIO3PEHHH, MMOO3PUTEIBHBIMA CUYUTAIOTCS U30-
OpakeHus: ¢ BeposATHOCThIO Oosiee 10 MpoIEeHTOB.
Ecnu 6ynem umers Metoa oOpabOTKH M300pake-
HUH, NMO3BOJIAIOIINNA YMEHBIIATh PE3YyJIbTAaThl RS-
aHanmm3a, TO MOXKeM o00paboTarh H300paxkeHue,
YMEHBUINB BEPOSATHOCTh COKPBITHS TaHHBIX BHYT-
pH 3TOTO M300paKEHUs, CKaXEeM, 0 JBYX IIpO-
1eHToB. Temepb MOXeM BCTaBUTb BHYTpPb M30-
Opa)keHUs CTOJIBKO JaHHBIX JUISI COKPBITHS, YTOOBI
BEPOSITHOCTb CHOBA BO3POCIIA JI0 MATH MPOLIEHTOB.
Torma meron RS-aHanm3a He OyaeT crocoOeH 00-
HapyXUTh (AKT COKPBHITUSA JaHHBIX BHYTPH H30-
OpaxxeHUsI-KOHTEHHEpa Jake B TOM CIy4ae, eciu
OpUTHHAJI 3TOro M300pakeHust OyAeT MpeacTas-
JIEH JUIsl aHAJIU3a CTErOaHAJIUTUKAM.

Pe3ynbTaThl IEpBOHAYAIBHOIO aHAIM3a U aHa-
J¥3a TMOCIIe TPUMEHEHHUS PA3INYHbBIX THIIOB (PUIIb-
TPOB M U3MEHEHUH STAJIOHHBIX H300paxKeHUn
npencTanieHsl B Ta0n. 1. Otot Habop ¢ 1960 uzo-
OpakeHUsIMH HE JIOJDKEH B Macce CBOEH BbI3BaTh
NOJIO3PEHUIM Yy CPEICTB OOHApYKEHMs JTaHHBIX,
CKPBITBIX CTeraHOrpauuecKoil.

PaccmoTpuM naHHble, IpuBeAeHHbIE B Ta0m. 1.
B mnepBom cronOue mnpexncraBieH CpeaHUH pe-
3yabTaT RS-ananu3a. OH cocrtaBisieT Bcero 1,6
IPOLICHTAa BEPOSATHOCTH HAJIUYUSA CKPBITOW HH-
dbopMaruu, TOATBEpKIAONICH 3PPEKTUBHOCTD,
TOYHOCTh U Ka4eCTBO aHaINU3a B 00JIACTH JIOKHO-
TIOJIOKUTENBHBIX cpadaTeiBaHuil. B mociemyrommx
CTONOLAx MPEeACTAaBICHbI PE3yNbTATh, OTyUYCHHbIE
RS-ananu3oM 1mocne HCHONb30BaHUS  (PUIIBTPOB,
NpeIHa3HAuYEHHBIX JIs1 00pabOTKM W300pasKeHUIA.
Bce GuibTpel 1 adropuTMbl MIPUMEHSUTUCH C HA00-
POM IapaMeTpoB MO YMOJIYAHHUIO, YTOOBI IPEIOT-

BPAaTUTh MCKAKCHUE PE3YJIbTATOB MCCIICIOBAHMS 32
CUET MU3MEHEHUS MapaMeTpoB paboThl (GUIBTPOB.
Tpetnii cronber npeacrasisier Gunbtp BigEdge
(bonbime rpaHuibl), MpeAHA3HAUCHHBIN 1711 BBIE-
JCHUS W TIOJYEPKUBAHUS TPAHUI] M300pakeHHH, a
yeTBepThii — punbTp Defocus (Pachokycupopka) —
JUIS. YMEHBIIIEHUSI PE3KOCTU H300paxkenHus. Edge-
Detect — punbtp (OnpeneneHue rpaHull) — U3MEHs-
€T SPKOCTh TPAHUI] OOBEKTOB, IMOTYCPKHBAS WX.
Ownetp Emboss (TucHenue) mnpemHazHaueH s
CO3aHMS TEKCTYP — Pebe(HBIX BBITYKIIBIX THCHE-
HUM U (acok, IS MOBBIIICHUS PE3KOCTH TPU PETY-
mMpoBaHuK u300pakenuit. Emboss Color (Ier
penbeda) Mmo3BoJseT CO3AaBaTh BHIMYKIIbIE (DUTYPBI
B OTTEHKaX CEpOro, MOJYEPKUBAs TPAHUIBI H30-
Opaxenuii uBetoM. Ounwtp Gaussian Blur (Pazmbi-
THEe 1o [ayccy) MO3BONSET yMEHBIIATh PE3KOCTh
n300paXeHU, MHTEIUIEKTYalbHO OTBICKUBAs Tpa-
HUIIBI 00BEKTOB (00JIACTH MOBBIIIEHHOTO KOHTPACTa
MEXIYy COCETHUMH MUKCENISIMU) U YMEHBIIAsi Opeo-
abl Bokpyr Hux. ®unetp Highlight (Ilonuepkusa-
HUE) MpeIHa3Ha4YeH [T TOAYEpKUBaHUA JeTaleil B
HauOoJee CBETIbIX U TEMHBIX 00JIaCTAX H300paxe-
HUSl, paclIMpeHre TOHOBOTO JIMana3oHa n300paxe-
Hust. Gunbtp Negative (HeratuB) MHBEpTHpYET 11BE-
Ta u3o0paxkeHus, Guibtp Punch (BwrimaBniBaHuc)
npumensieT 3ddexr Poioveco enaza (fish eye) Ha
M300paXeHUH, UCKaXKasi ero mnepcrnekTury. OUmbTp
Remove Channel (Y panuth KaHaj) MOJHOCTBHIO yAa-
JsieT BbIOpaHHBIE KaHalbl u300paxeHus. ['pynma
busTpoB Sharpen (Pe3kocts), SharpenMore (bonb-
e peskoct) U SharpenEvenMore (Eme Gomnbiie
PE3KOCTH) TIOBBIIIAET PE3KOCTH BCEr0 N300pasKeHNS,
TIOBBIIIAS PE3KOCTh TPaHUIl 0OBEKTOB U MaJIbIX Jie-
Tasiei. Pa3HuIia s B MHTEHCUBHOCTH (P QeKTa.
Teneps paccmoTpum 3G EKT OT NMPUMEHEHUS
cTeraHorpauueckux anroputmoB. Bropoii croi-
OeIl TpenCTaBIsAeT aNropuT™M FS5, mpeaHa3HaueH-

Ta6anunma 1. Pesynsratsl RS-ananu3a HeoOpabOTaHHBIX U 00paOOTaHHBIX H300pakeHU

HauansHoe F5 BigEdge Defocus | EdgeDetect| Emboss | Emboss Color|Gaussian Blur| Highlight | Negative
1,607254 |0,16502{9,26580866 | 19,38030437|24,9991248| 2,886681 9,84601976 | 0,338797261 |2,75646492|1,327624474
Steganos Steganos Steganos
Punch Remove Sharpen SharpenEven | - Sharpen OutGuess | Stegolmage Randomly | Randomly | Sequentally
Channel More More
Sequence Exponent | Sequence
1,327628298 0 7,27011573| 430,555542 |73,8607556|1,764190194 | 41,66904026 | 51,21559884 [51,2574905 |46,67412468
Steganos Sequentally Exponent Steganos Skip Values StegHide VLS LSB
46,73445024 1,881033139 1,8465696 1,8298698
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HBIN /IS COKPBITHS TaHHBIX B M300pakeHUM CTe-
raHorpaduueckuMm mytem. OH HE cUHMTaeTcs Ha-
nexHbeiM [9]. Anroputm OutGuess TO3BOJISIET CTe-
raHorpaduuecky BCTpauBaTh JaHHBIE BHYTPb U30-
Opaxenuil png u jpeg. Kak u F5, ys13BuM K cre-
roananuzy. OutGuess COXpaHsSeT CTaTUCTUKY, OC-
HOBAaHHYIO Ha 4acTOTHOCTU. B pe3synbrarte, cratu-
CTHYECKHE TECThl, OCHOBaHHbIE Ha YaCTOTE MOJ-
CUETOB, HE B COCTOSTHUM OOHAPYXUTh NMPUCYTCTBHE
CTeraHorpauuecKoro COAEPKUMOT0 BHYTPHU H30-
opaxenus. [lepen BctpanBanuem nanubix OutGuess
CIOCOOEH OMpeIeTUTh MaKCUMAaIIbHBIN pa3Mep co-
0O0IMIeHNS, KOTOPOE MOXKET OBITh CKPBITO TaK, YTO-
Obl MOAJEp)KaTh CTATUCTHKY, OCHOBaHHYIO Ha
4acTOTHOCTH [9].

AnroputMm Stegolmage — 310 LSB-QunbTp BHe-
NpeHUs] TaHHBIX, OH MUMEET TPH YPOBHS BHEIpE-
HUs U BbIABIsieTCs RS-aHanmusom [2]. Steganos-
Randomly-Sequence, Steganos-Randomly-Expo-
nent, Steganos-Sequentally-Sequence, Steganos-
Sequentally-Exponent,  Steganos-SkipValues
nsTh QUIBTPOB BHEApeHUs NaHHbIX. OHU pa30u-
TBI TI0 AJITOPUTMaM BBIOOpA TOCIIE0BATEIILHOCTH
3amucu OUTOB MO OailTam puUCyHKa, BEIOOpa KOJH-
yecTBa OWT, NMPUMEHSEMBIX IS COKDBITHS JIaH-
HeIX. CTaHIApTHBI BapuaHT BHEAPEHUS — Mep-
BBII, MOXXHO 33JaBaTh NPOIICHT BHEIPEHUS JaH-
HBIX. Anroput™m StegHide mo3BONSieT BHEApPEHUE
TAHHBIX B bmp 1 jpeg-haiiipl, MpeapIIyIrid qac-
TOTHBII aHalM3 COOTBETCTBYIOLIMX IBETOB IIO-
3BOJISIET BHE/IPEHHE JaHHBIX, HE MEHSS I[BETOBBIX
COOTHOIIEHUH, YTO JAeNaeT creraHorpaduueckoe
BHEJIPCHUE JAHHBIX YCTOHYHMBBIM IPOTHUB CTATH-
CTHYECKHX TECTOB IEPBOr0 MOPSAKA, YIy4IlIeH-
HBI QJITOPUTM TIO3BOJISIET NPEAOTBPATUTH BBISB-
JICHHE CKPBITHIX AAHHBIX 10 COOTHOILIEHUSM LBE-
TOB U YacTOT HA OCHOBE CTAaTHCTHUYECKUX TECTOB.

Ounwtp VLS LSB — Virtual Steganographic Labo-
ratory for Digital Images (VSL) Least Significant
Bit (LSB) Steganography peanusyeTr TpaaulliOH-
HbI LSB-aAropuT™M COKPBITHS JaHHBIX, C JIETKO-
CThIO OOHApPYKUBAETCS JIOOBIM U3 COBPEMEHHBIX
CpeACTB cTeroananusa [1].

[IpencraBuM mONTydeHHBIC Pe3yJIbTAThl B HaH-
Oosee HarisAHOM Buae. B Tabn. 2 mpeioxkeHbl
YCPEIHCHHBIE PE3YJbTaThl BIUSHUS BHECEHHBIX
W3MEHEHUN B M300pa)keHHE Ha BEPOSATHOCTH Ha-
JMYUS CKPBITBIX JAaHHBIX BHYTpH (ailla—KOHTEH-
Hepa, oIpe/eJeHHbIE TyTeM IpUMEHeHus: RS-aHa-
Jau3a 10 U Iocie 3TUX u3MeHeHuil. Iloacuer BbI-
TIOJTHSAJICS CIIEAYIOIUM 00pa3oMm:

— Z;[(Pb)]i _B

av b

n

(1)

rae V,, — yCpeIHEHHBINH pe3yNIbTaT BIHSHHS BHO-
CUMBIX M3MCHCHHI Ha BeCh HaOOp M300paKEeHUH,
1 — KOJIUYECTBO M300pakeHui B Habope, MoaBEp-
raBlIeMyCsl aHaIu3y, P; — HadajabHas BEPOSTHOCTh
HAJIWYUs CKPBITHIX JAHHBIX BHYTPH HU300paKEHUS
i, Pb; — BepOSATHOCTh HAJIMYHUSI CKPBITHIX JTAHHBIX
MocJie IPUMEHEHHUS] U3MEHEHUS.

Kak moxHO monsTe u3 dopmynsl (1), orpuma-
TENbHBIE PE3YJIbTAThl (3HAYCHUS] HUKE HYJIS) — 3TO
XOPpOIIO, MOCKOJIbKY O3HAYa0T YMEHBIICHHE BEPO-
SITHOCTH CKPBITBIX JaHHBIX. Homb o03Hauyaer, 4rto
BEPOSATHOCTh HE HW3MEHWIAch, a IOJOXUTEIbHBIE
3HAQUYEHUs] — YTO BEPOSTHOCTh BO3pocia U (GUIBTP
HETIPUTOJICH JUISl TIOATOTOBKH HM300paKEHHs ISt
cTeraHorpauuecKoro COKphITUS HUH(GOPMALIUH.

Kax BumHo u3 tabn.2 u puc. 3, pe3yiabTarbl
RS-ananuza uzoOpakeHuit, oOpabOTaHHBIX C HC-
MOJIb30BAHUEM DPA3JIMYHBIX BapHAHTOB METOJIOB
BO3JICUCTBUSA ((PUIBTPOB U JIP.), MOXKHO Pa3/IeIUTh

Ta6nuua 2. BiusHue npuMeHeHHs pa3inuHbIX U3MEHEHUI H300pakeHHii Ha pe3yJibTaThl RS-aHanm3a

Hauansnoe F5 BigEdge Defocus EdgeDetect Emboss | Emboss Color |Gaussian Blur| Highlight | Negative
0 0 7,692641805| 18,56056162 | 24,17938207 (2,088309699| 8,798974476 |-0,813470076 |2,3382909 0
Steganos Steganos | Steganos
Punch Remove Sharpen SharpenEven SharpenMore | OutGuess | Stegolmage Randomly | Randomly | Sequentally
Channel More
Sequence | Exponent | Sequence
0,00000382|-1,607253915,461518206] 429,861315 | 71,67588834 |-0,04155358| 38,64477387 | 49,49200375 149,4265843/44,87032833
Steganos Sequentally Exponent Steganos Skip Values StegHide VLS LSB
44,90458045 0,052070325 0,016699833 0
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Ha Tpu rpynnsl. K mepBoi rpymme OTHOCATCS
(GUIBTPBL, KOTOPHIE HE MPUBEJIU K U3MEHEHHIO pe-
3ynbTaToB. Cpey HUX MOXKHO BBIJIEIHTH alrOPUT-
Mmbl F5, StegHide, OutGuess n VLS LSB — RS-
AQHAJIM3 BBISIBIISICT CKPBHITHIE UMHU JaHHBIE, HO WX
npUMeHeHre 0e3 BHECEHHs JaHHBIX HE MOBBIIIACT
YPOBHSI TIOZI03PUTEINBHOCTH H300pakeHHH. OTaeb-
HO clefyeT BbLIenuTh GuiabTp Remove Channel,
yIAJISFOIINIA BBIICIIEHHBIE KaHAITBI IIeTUKoM. [Toce
ero mpuMeHeHus (C yJaleHueM HaNMEHee WH-
dbopMaTUBHOTO TOJYyOOTr0 KaHajga) BEpPOSITHOCTh
CKPBITHIX JaHHBIX cOriacHo RS-aHanu3y Bceraa
YMEHBIIAETCS 0 HYJs, HO €ro NpUMEHEeHHEe 3Ha-
YUTENbHO U HEECTECTBEHHO HM3MEHsEeT M300pake-
HHE, TI03TOMY OHO CTaHET MOJI03PHUTEIBHBIM JIaXKe
0e3 MpUMEHEHHUs MHCTPYMEHTOB aHalu3a, JAeNacT
HEBO3MOKHBIM IIpuMeHeHue Remove Channel nns
COKpBITHS (aKkTa HaIM4YUs CTeraHorpaduyecKku
3alIUIIEHHBIX JaHHBIX. Taxke He BIHMSIET HA pe-
3ynbTaThl RS-aHanu3a puibtp Negative.

K ¢unbprpam, HEraTuBHO BIUSIONIUM Ha pe-
3yJbTaThl RS-aHallM3a STaJTOHHBIX M300paKeHUIA,
MO>XHO OTHECTH anroput™m Stegolmage, Steganos-
Randomly-Sequence,  Steganos-Randomly-Expo-
nent, Steganos-Sequentally-Sequence, Steganos-
Sequentally-Exponent, Steganos-SkipValues — cte-
raHorpauyeckre ajropuTMbl, 06e3 mpoOeM BBI-
aBisitoTCca RS-aHanmu3oM. Takke K HUM MOXHO
OTHECTH OOBIYHBIC (QMIBTPHI 00pabOTKHM M300pa-
weHuit — Sharpen, SharpenMore n SharpenEven-
More, BigEdge, Defocus, EdgeDetect, Emboss,
Emboss Color w Highlight. I3MeHeHUs, BHOCH-
MBI UMU, OJIHO3HAYHO TPUBOIAT K MOBBIIICHHUIO
BEPOATHOCTH HAJIUYUS CKPBITHIX JaHHBIX COIJIAC-
HO RS-ananusy.

Tenepb paccMOTpUM TPETHIO, CAMYIO MaJjlOYH-
CJIICHHYIO TPYIITy aJlrOPUTMOB — TIOJIOKUTEIBHO
BIMSIONINX Ha pe3ynbTaThl RS-ananmza. K Hum
oTHOCATCS TOJabkO Gaussian Blur v Punch (oco-
O0eHHOCTH paboThl ¢unbrpa Remove Channel n
€ro HeMPUMEHUMOCTh ONHCaHbI panee). [Ipu aTom
U3MEHEHUs], BHOCUMBbIE (QUIbTpOM Punch, okasbl-
BAIOTCSl MaJIO3HAYMMBIMHU. A TIOJIOKHUTEIIbHBIC W3-
MEHEHUS MPOSBIIAIOTCS HE HAa BCEX M300paKEHUSX,
MIO’TOMY €r0 NMPUMEHEHHE B KaUueCTBE CPEACTBA IS
MOJrOTOBKH (paiiyia—KOHTeHHepa Uil JadbHEHIIero
COKpBITUS HH(POPMAIMK BHYTPH €ro — Oecrepcrex-
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TUBHO. TakuM 00pa3oM, €IMHCTBEHHBIH (UIBTP,
MO3BOJISIIOIINN CTaOMIIBHO YMEHBIIATh pe3yibTa-
Tol RS-ananmusa, — Gaussian Blur. Ero npuMeneHue
JaeT TOJIOKUTENbHBIN 3(PPEeKT He3aBUCHUMO OT
TUIIA U pa3Mepa U300pakeHUs, NMPOLIEHTHOE 3Ha-
YeHHe YIy4YlIeHHs] 3aBHUCUT OT HAYaJbHOTO 3Ha-
yeHus: RS-ananuza n300pakeHuu.

Tabn. 2 mpencTaBisieT U3MEHEHHE MTOKa3aTese
pe3yapTaToB RS-aHanm3a W300paKeHH B COOT-
BETCTBHHU ¢ Gopmyoii (1).

Pe3ynbTaThl RS-aHanu3a
500

450 -|
@ SharpenEvenMore
400 -
350 -
300 -
250 +
200 -
150 +
1007 Sharp St s, tall
r'y §?&§Sﬁ%s Randomly eganos sequentally
50 4 EdgeDetect e d Exponent
Edg@efoc Stegolm <
0 Sk é; Emmss%&ve harpen gutsﬁg’cé%”dm‘vE*P"Bﬁﬂﬂema\\vsmmwss
Gaussian Blur Emboss Highlight Punch Steganos Skip VadtegHide
-50

Puc. 3. BnusiHue npuMeHeHHs pa3InyHbIX U3MEHEHHUH n300paske-
HUI Ha pe3ynbTaTsl RS-aHanuza

Pe3ynbpTaThl BAMSHUS NPUMEHEHUS Pa3IMYHBIX
M3MEHEHUN n300paKeHU Ha pe3yJsibTaThl RS-aHa-
JM3a TakXKe MpeJICTaBIeHbI B rpaduyeckoit popme
Ha puc. 3.

Pesynbratel nocne npumenenust StegHide, Ste-
ganos Skip Values n OutGuess OTIU4alOTCs OT HYJIS
HACTOJIBKO MaJIO, YTO 3TUM Pa3IHYHUEM MOXKHO Ipe-
HEOpeYb — OHO HE MO3BOJIUT NMPUMEHUTh UX MJIS
yIIy4IlIeHHS 3aIIUThl TJAHHBIX OT CTerOaHasIM3a.

3akiouenne. Pa3paboTaHHbIN MOTYJILHBIN TTPO-
OJIEMHO-OPHEHTHUPOBAHHBIM KOMILJIEKC CTEeroaHa-
JUTUYECKUX UCCIIEIOBAaHUI MO3BOJIIET ONEPATOPY
ruOKO M3MEHSATh HAlpaBJiICHUs cOOpa CTAaTUCTUKU
1 SKCIIOPTUPOBATH NOJTyUYEHHBIE JaHHbIE.

bnarogapst TakoMy KOMIUIEKCY MOJTyYEHbI HOBBIE
pE3yNbTaThl B 00JIACTU COKPBITUS JAHHBIX CTETaHO-
rpauecKMMH METOJaMHU B M300paKEHHSX: OOHA-
pyXeHbl orpanndenus meroga RS-CA nist MHOTHX
KJIACCOB M300pa)KCHU, JOCTYIHbIX B ceTH MHTep-
HET, TIOCKOJIbKY €CTh OO0JIbIlasi BEPOSATHOCTD JI0XKHO-
TIOJIO’KUTENBHBIX CpadaThIBaHHUMN; MPEIIOAKEHBI CII0-
coObl 00xoma metoma RS-CA; oOHapykeH MakcH-
MaJIbHO JIOIYCTHMBINA 00beM 0e30MacHOro BHECEHHS
JTAHHBIX, KOTOPBII COCTaBIISIET /1B MIPOLICHTA, a Y0B-
JIETBOPUTENbHBIA YPOBEHb HE JIOJDKEH HPEBBIIIATH
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msiTi. OOBEMBI BCTpAaMBaHUS TATH—IECSTH MPOLICH-
TOB — MO/IO3PUTENBHEIL, a 6osiee 10 — MaIoBEpOSTHBI
JUTst He0OpaObOTaHHBIX HU(PPOBBIX (HOTOTrpadHiA.

ENMHCTBEHHBIM CpEACTBOM MpPEIBAPUTENHHOM
00paboTKN M300paKEHUH Cpenr MPOTECTUPOBAH-
HBIX, MIO3BOJISIOUIUM YMEHBIIUTH BEPOSTHOCThH 00-
Hapy’>XEHUsl TaHHBIX, YTO B JaJbHEUIIEeM OymyT
cTeraHorpau4eckud CKpBITHI BHYTPHU 3THUX H30-
Opaxxenwuii, okasaincsi pwibtp Gaussian Blur.

Br100p onTHMaNbHBIX MapaMeTpoB ATOTO PUIIHT-
pa B 3aBUCHMOCTH OT MapaMeTPOB M300paXKECHUS U
KOJIM4ecTBa MH(GOPMALIMU, KOTOPOE HEOOXOIUMO
CKpBITh BHYTPH KOHTEWHHEpa, — MEPCIEKTUBHO IS
NATbHEUIINX UCCIEIOBAHUIA.
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