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The system of personnel protection from ionizing radiation in laboratories and industrial premises, where they
work with radioactive substances and materials has been considered. A logical scheme in the form of a tree of
failures and mathematical expressions for calculating the reliability of the protection system are presented. The
coefficients of the influence of individual elements on the reliability of the system are determined. A quantitative
analysis of the coefficients of influence made it possible to identify the most significant and most unreliable

elements (“weak links”).

In order to replace the “weak links”, a list of alternative elements and possible

combinations of elements in the protection system has been compiled. Two risk management strategies are
proposed. The first strategy involves minimizing the likelihood of failure of the protection system. The second is to
minimize the cost of its operation. The possibility of achieving a positive effect has been demonstrated in both cases.

INTRODUCTION

The widespread use of radioactive substances in
various branches of science and technology makes it
necessary to improve the system of personnel protection
against increased levels of ionizing radiation. This need
ranges from the manufacture of products containing
sources of ionizing radiation to dismantling, recycling
or burial of sources [1].

Existing methods and means of staff protection
ensure that acceptable standards are met in the
workplace. Technical protection requirements are
usually local. They apply to individual devices:
ventilation units, screens, dosimetry devices or personal
protective equipment. Today, there is no risk-reduction
methodology that takes protection into account in a
comprehensive manner. As a result, the maximum
possible protective effect is not achieved and staff
receive an excessive dose of radiation. Risk
management, in the form of optimal decisions aimed at
improving the radiation safety of personnel, therefore
remains an important and urgent task.

Currently, a number of risk assessment techniques
have been developed to determine their quantitative and
qualitative characteristics for preventive security
measures. Article [2] assesses the risk of mining
technology systems using the standard FTA (fault tree
analysis) method. The failures of the crushing and
mixing plant in the crushing, mixing and conveyor
systems are analysed. The management of reliability,
maintenance and safety enhances the productivity of the
overall process.

A similar approach is implemented in the work of
[3] where the FTA is performed in order to determine
critical factors, human errors and optimize the
characteristics of the process. This work does not take
into account the specific protection of human ionizing
radiation. Nor do they provide specific information on
improving the reliability of these systems. An improved
approach is implemented in the works [4, 5] which use a
combination of FMEA (Failure Mode and Effects
Analysis) and FTA methods. The results of one method
are the source data for the other. These methods also do
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not provide specific solutions to improve the reliability
of systems for protection against high doses of
radiation. Furthermore, these methods do not carry out
analytical risk assessment of the system in order to
identify and replace “weak links”.

An approximate solution to this problem is given in
work [6], where the effect of the individual element on
the output of the system as a whole is evaluated. This
solution makes it possible to calculate and improve the
reliability of the system in the event of gradual
operational failures. With this type of failure, the output
parameter gradually exceeds the tolerance limit. These
faults can be caused by various destabilizing factors
(temperature, humidity, presence of aggressive
environments, time, etc.). However, there is no
reliability calculation for sudden operational failures,
independent of the duration and conditions of the
system’s previous operation.

Work [2-6] does not contain optimal solutions
aimed at protecting the personnel from increased levels
of ionizing radiation. This problem is partially solved in
Article [7], where the parameters of protective
structures are optimized. However, there is no optimal
decision to protect personnel when dealing with
radioactive substances and materials.

The analysis of existing analogues showed that there
is currently no analytical approach to identifying the
most significant elements and “weak links” in the fault
tree. The acquisition of such experience will be useful in
the design and reconstruction of systems for the
protection of human beings against ionizing radiation in
the handling of radioactive substances and materials.
This study will help to implement preventive security
measures in the form of timely identification and
replacement of unreliable parts of the system. This
explains the relevance of a study aimed at analysing the
risk in the tree failure of the human protection system
against increased levels of ionizing radiation. Particular
attention should be paid to the impact on the risk of
individual elements of the system and the possibility of
their replacement.
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The purpose of the publication is to confirm the
possibility of optimizing personnel protection against
ionizing radiation using various risk management
strategies.

The protection system consists of certain technical
elements. The risk of increased exposure of personnel to
radiation is determined by the reliability of the elements
of the system.

To achieve the goal, it is necessary to solve the
following tasks:

—draw up a diagram of the personnel protection
system in the premises for working with radioactive
materials;

— compile a tree of faults (failures) and formulas for
calculating the probability of the protection system
failure;

— determine the influence of individual elements on
the probability of failure and highlight the most
significant elements;

—demonstrate the ability to manage risk by
optimizing the selection of the most significant
elements.

SYSTEM FOR PROTECTING PERSONNEL
FROM RADIATION EXPOSURE
IN AN INDOOR ENVIRONMENT

There are n workplaces in the premises for work
with radioactive materials (Fig. 1). Radiation safety of
people is carried out by means of individual and
collective protection. Personal protective equipment
includes glove boxes 1, respirators, protective suits and
personal dosimeters (see not shown in Fig. 1).
Collective protection includes general intake ventilation,
local exhaust ventilation and alarm system. The general
intake ventilation consists of a flap (chimney) 2, a filter
3, a fan 4 and an air duct 5. The local exhaust
ventilation consists of an air duct 6, a flap (chimney) 7,
a fan 8 and a filter (cleaning system) 9. The alarm
system 10 includes a remote control, sensors and a

loudspeaker.
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Fig. 1. Simplified functional diagram of the personnel
protection system in a room with radioactive substances
and materials
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Normal ventilation involves the simultaneous
operation of a general flow ventilation and local exhaust
ventilation. Respirators and protective suits are
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mandatory but are designed to protect people against
ventilation failure or rupture of gloves.

The correct protection system ensures the radiation
safety of the personnel. The efficiency of the system is
determined by the reliability of the elements. Each of
these elements can be in two states: functional and
defective.

In this paper, the protection system is taken in a
simplified form. For example, the electrical network and
switching elements are not considered. In case that the
fans stop working due to an obvious network failure,
safety can be ensured by evacuation, according to the
labor protection instructions. Of particular interest are
hidden failures, in which case it is impossible to ensure
safety by organizational measures.

CALCULATION OF THE PROTECTION
SYSTEM FAILURE PROBABILITY

The fault tree of the system for protecting people
from increased levels of ionizing radiation is shown in
Fig. 2. The composition and the structure of the tree is
determined by the simplified functional diagram in
Fig. 1.

The probability of failure of the protection system
during the year is calculated using the formulas:

Py =P - Py, 1)
Py =P - Pp, 2
Pc=1-(1-Pg)-(1—PFp), (3)

PE=1_(1_PG)'(1_PH)'(1_PI)'(1_P])v(4)
PF:1_(1_PK)'(1_PL)'(1_PM)‘(1_PN)u(5)
Py = Py - P, (6)

Pr=1-(A-P)-(1-Py)-(1-Py), (7)

Po=1—-T%,(1 - Py), (8)
Pr=1—[I2 (1 = Pyy), 9)
Py =1 -l (1 = Pxy), (10)
Py =1 -1 = Pyy), (11)

where P,—Py — respectively, the probability of
undesirable events A—Y during the year; n — the
number of jobs; i — workplace number.

The probability of a system failure is a complex
function of several variables. Obviously, different
elements have different effects on the reliability of the
system as a whole. To achieve this goal, it is necessary
to search for the most influential elements and replace
“weak links” at the stage of system design.
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Fig. 2. Failure tree of the staff protection system against increased levels of ionizing radiation:

A — Failure of the protection system; B — Failure of the means of collective protection; C — Failure of ventilation;
D — Failure of the alarm; E — Failure of the general flow ventilation; F — Failure of the local exhaust ventilation;
G — Failure (jamming) of the flap 2; H — Failure (blocking) of the filter 3; | — Failure of the fan 4; J — Failure
(depressurization) of the air duct 5; K — Failure (depressurization) of the air duct 6; L — Failure (jamming) of the
shutter 7; M — the failure of the fan 8; N — the failure (clogging) of the filter 9; O is the failure of the personal
protection means; R — Failure of at least one of the means: a pair of gloves, a suit, Respirator; S — failure of at least
one individual dosimeter; Q, — failure of an individual dosimeter; T — failure of at least one pair of gloves;

U —failure of at least one suit; V — failure of at least one respirator; W, — failure (rupture) of a pair of gloves;

X, — suit failure (rupture); Y, — respirator failure (taking into account the planned replacement)

DETERMINATION OF THE EFFECT
OF INDIVIDUAL ELEMENTS ON THE
PROBABILITY OF SYSTEM FAILURE

This problem relates to mathematical analysis. It is
proposed to assess the effect of individual elements on
the probability of system failure by means of private
derivatives of the formula:

0Py

k, = ap,

where z — the number of the undesirable event (D, G-N,
Q, W-Y); P, — the probability of event A during the
year; P, — the probability of a corresponding event
under z.

Finding the most influential elements will help to
achieve the set goal by optimally replacing “weak
links”. For each “weak link™, it is proposed to compile
an additional list of alternative elements, having
arranged them in a ranking sequence in order of the
leading indicator.

The probability of an undesirable event numbered z
can be calculated using formula (13), due to the known
values of the event intensity. The failure rates of
standard products are usually determined by the
manufacturers and are given in specifications (technical
conditions). In the absence of these data, the customer
enterprise can establish an incoming control. For non-
standard products, testing and special calculation
procedures may be required.

, (12)
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P(t) =1— et (13)
where t — time; h, A1, — the intensity (1/h) of an
undesirable event (failure).

This value remains constant under the given
operating conditions.

Tables 1 and 2 show the intensities of events D,
G-N, Q, W-Y. The intensities of events G, H, L, M, N, |
are taken from reference books [8, 9]. The intensities of
events J and K were calculated according to the method
[10]. The event intensity D was calculated by the
method [11]. Intensities of W-Y events are taken from
the source [12]. The protection system is operated in
two-shift operation mode. The operating time of the
system during the year is 4.8-10° h. Number of working
places — 6. Probability of failure of the protection
system during the year calculated according to the
formul'%le (1)—(11) taking into account these tables 1 is
49-10™.

Fig. 3 shows the characteristics of independent
events D, G-N, Q, W-Y. As you can see, the diagrams
in Fig. 3 do not have a general shape. From the diagram
in Fig. 3,a it follows that the events H, J, M, N have the
highest probability. From the diagram in Fig. 3,b, it
follows that the most influential events under the given
conditions are events D and Q. The “weakest” elements
of the system are: alarms and individual dosimeters.
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Table 1
Initial data for calculating
the probability of system failure

RISK MANAGEMENT OF RADIATION
EXPOSURE

It is proposed to manage the risk of radiation

Event prog—:lfility Probability | €Xposure by optimally replacing unreliable (“weak”)
/ Event Influence of the elements with more reliable ones.
defi'gr':a' intensity |  factors Of\?v?tﬁ;/rf Mt | orotection To improve the security of the system, it is
5 Az 1/h k, 4810%h, system proposed:
P,(t) failure — preliminary find an alternative composition of the
" ” > selected elements;
D 3.1-107 | 3.26:10 1.5-10 —make up possible combinations of the main and
G 42-107 | 3.68-10° | 2.0-10° alternative elements;
— choose the most optimal combination of elements.
H 6.6-10° | 4.89-10° | 3110° For alternative substF;tution, signalling and individual
I 5.6:10° | 3.77-10° | 2.7-10? dosimeters are selected. Table 2 describes the event
] 35107 | 3.6810° | 1.7-10° | 4.9-10° charactgr!stlcs of D and Q for the initial anq alternative
composition of the selected elements. The signs «*» and
K 38107 | 3.68:10° | 1.8:10° «**y» denote events corresponding to alternative
7 5 3 elements.
L 42-10" | 3.68-10 2.0-10 Table 2
M 5.6:10° | 3.77-10° | 2.7-10? Characteristics of the initial and alternative
N 6.6:10° | 3.79-10° | 3.1-102 composition of the selected elements
= 3 3 Event Event The The cost per
Q 8410 12110 4.0-10 desig- intensity probability of | item dur?ng
W 1.7:10° | 2.24-10* 8.1:10° nation, Az, 1h an event one year of
1n-6 104 103 z within operation is
X 1.5 10_6 2.24 10_4 7.2 10_3 4.810° h CONV. Un.
Y 1.1-10° | 22410 5.3-10 B,(t)
D 3.1-10° 1510 320
0.03- ] M D 2.2:10° 1.1-10 480
— — D~ 1.8:10° 8.6:10° 650
2 Q 8.4:107 4.0-10° 120
5 0.027 Q 7.3:107 3.5:10° 150
—g Q" 6.2-107 3.0:10° 230
Qo_m_ Table 3 shows the various combinations of elements
2 and the corresponding characteristics of the system The
M H H fourth column shows the total cosst of the selected items
. M — |_| H for one year of operation (4.8-10° h).
DG HIJKLMNQWXY Table 3
Event Characteristics of the system
a Combi- Events Probability | Total costs for
] nations matching of systems | the number of
7 1034 number combination failure working places
2 of selected (6), conv. un
e elements
g 1 D,Q 49-10° 1040
8s5-10 2 D, Q* 4.3-10° 1220
5 3 D, Q** 3.7:10° 1700
E 4 D*, Q 3.6:10° 1200
0 R T ﬂﬂﬂ 5 D*, Q* 3.1-10° 1380
DGHIIJKLMNQWXY 6 D*, Q** 2.7-10° 1860
Event 7 D** Q 28-10° 1370
. b 8 D, Q* | 2510° 1550
Fig. 3. Characteristics of independent events 9 D**, Q** 21-10° 2030

D, G-N, Q, W-Y: a — probability diagram;
b — influence coefficients diagram

It is obvious that the characteristics in Fig. 3 are
valid for the scheme in Fig. 1 for given values of the
intensity of events (see Table 1).
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Fig. 4 shows the characteristics of the protection
system according to the number of the combination of
the selected elements: a — the diagram of security
system failure probability; b — cost diagram.
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Fig. 4. Characteristics of the protection system
depending on the combination of selected elements

The diagrams in Fig. 4 also have different shapes.
This indicates the existence of various risk management
strategies. Depending on the chosen strategy, each of
the considered indicators can serve as both an objective
function and a limiting condition.

The authors propose to use two risk management
strategies in the considered conditions. The first strategy
involves minimizing the risk. The maximum allowable
costs are considered as limiting conditions. The second
strategy is to minimize costs. The limiting condition is
the minimum acceptable probability of system failure.

Obtained results confirm the possibility of managing
the risk of radiation exposure using both proposed
strategies. The solution with the smallest value of the
objective function means choosing the optimal
combination of elements. The choice of a risk
management strategy is associated with a strategy for
the development of production and available resources.

EVALUATION OF THE OBTAINED
RESULTS

The analysis of the results shows that the lowest
probability of system failure was obtained in
combination 9, with 2.1-10®. The highest probability
was obtained with a combination of 1, and was 4.9-10°°.
As a result of the study, this figure fell 2.33 times the
maximum. The smallest total cost of the allocated items
during the year was obtained with a combination of 1,
and amounted to 1040 (money equivalent) The highest
cost was obtained with option 9, and amounted to 2030
(money equivalent). The economic effect was 990
(money equivalent).
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With a small number of selected elements and their
alternative substitution (up to 5 pieces), the problem can
be solved by a complete selection of combinations.

Increased number requires more sophisticated
optimization methods and software.
CONCLUSION

As a result of the research, the following tasks were
solved:

1. A diagram was drawn up and the composition of
the elements of the personnel protection system in a
room with radioactive substances and materials was
determined.

2. Compiled a tree of failures and calculation
formulas to determine the probability of system failure.

3. The influence of individual elements on the
probability of system failure is determined, the most
significant elements are highlighted. The use of private
derivatives of the system failure probability function to
find the most relevant elements has been confirmed.

4. Risk management has been proven by optimally
selecting the most relevant elements. Two risk
management strategies have been proposed for the
conditions considered. The possibility of achieving a
positive impact in both cases has been demonstrated.
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YIIPABJIEHUE PUCKOM PAIMAIIMOHHOI'O OBJIYYEHMUS ITPU PABOTE
C PAIMOAKTUBHBIMU BEHIECTBAMU U MATEPUAJIAMHU

A.B. Mamonmos, b.A. Manuk, E.B. Tokapesa

PaccmoTpeHa cucTeMa  3alUTBHl  [EpCOHANA OT HOHM3UPYIOIIMX HW3NIy4eHHH B Jabopartopusix H
NPOU3BOJACTBEHHBIX MOMEIICHUAX, B KOTOPBIX pabOTAIOT C PAJMOAKTUBHBIMH BEINECTBAMH W MaTepUalaMH.
[puBeneHb! JorMyeckas cxemMa B BUJE IepeBa OTKa30B M MAaTEMaTHYECKHE BBIPAXXCHHS JUIS pacyeTa HaleKHOCTH
cucreMmbl 3amuThl. OnpeneneHbl KOd(QQUIMEHTH BIMSHHS OTAEIBHBIX JJIEMEHTOB HA HaJEKHOCTh CHUCTEMBI.
KonmuecTBeHHBIH aHAMM3 KOA(PQUIMEHTOB BIMSHHS IO3BOJNIMI BBIIBHTH HauOoyiee 3HaYMMble W HEHAJE)KHBIC
aJIeMEHThI («ciabble 3BeHbs»). C LeNbl0 3aMEHBI «CJIA0bIX 3BEHBEB)» COCTABJICHBI IEPEYeHb albTEPHATHBHBIX
9JIEMEHTOB M BO3MOXKHbIE KOMOMHAIIMH DJIEMEHTOB B cUcTeMe 3aliuThbl. [IpeaokeHbl 1Be CTpaTeruy ynpaBieHHs
puckom. IlepBast crparerust mpennosnaraeT MHHUMH3AIMIO BEPOSTHOCTH OTKa3a CHCTEMBl 3allMTHl. Bropas —
MHHUMH3ALHIO 3aTpaT Ha ee KCIUTyaTaluo. [IpoeMOHCTPHPOBaHa BOSMOXKHOCTD TOCTIIKCHHS MOJIOKHTEILHOTO
a¢dexTa B 000X CIydasx.

VIPABJIIHHA PU3UKOM PATIAIIIAHOTO OMTPOMIHEHHSI ITPH POBOTI
3 PAJIOAKTUBHUMU PEUOBUHAMMU I MATEPIAJIAMU

O.B. Mamonmoes, b.0. Manuk, O.B. Toxapesa

Po3risHyTO cHCTeMy 3aXHCTy INEepCOHaly Bijl 10HI3yHOYOro BHIIPOMIHIOBaHHS B JIa0OPaTOpisSX i BUPOOHUYMX
NPUMILICHHSX, B SIKHX MPALOIOTh 3 PAJiOaKTHBHAMH PEYOBHHAMH Ta Martepianamu. HaBexeHo yoriuny cxemy y
BUTIISAI JIepeBa BiAMOB 1 MaTeMaTHYHI BHUpa3H ISl PO3PAaxXyHKy HAIIHHOCTI CHCTEMH 3axucTy. BusHaueHi
KOe(QIIi€EHTH BIUIMBY OKPEMHX CIEMEHTIB Ha HAMIHHICTH cucTeMH. KimpKicHWIA aHami3 Koe(ili€HTiB BIUIHBY
JTO3BOJIMB BUSIBUTH HAMOLTBIN 3HAYYII 1 HEHAIHHI eTeMeHTH («clalKi JaHKH»). 3 METOI0 3aMiHU «CIa0KHUX JTaHOK»
CKJIIaJICHO TIepeNiK aJbTePHATHBHHUX €JEMEHTIB 1 MOXJIIMBI KOMOIHAIii eJeMEHTIB y CHCTeMi 3aXHCTYy.
3anporoHoBaHO ABiI cTparterii ympaeniHHA pusukoMm. [lepma crpareris mependadae MiHIMi3amit0o WMOBIPHOCTI
BIZIMOBHM CHCTeMH 3axucTy. [lpyra — miHiMi3alito BUTpar Ha ii ekciuryaramito. [IpoeMOHCTPOBaHO MOMKIIHMBICTb
JIOCSITHEHHS! TO3UTUBHOTO €(eKTy B 000X BUIMAIKAX.
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