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Ïðåäëàãàåòñÿ ñïîñîá êàìóôëÿæà èí-
ôîðìàöèè ñ  öåëüþ çàùèòû èíôîðìà-
öèè îò íåñàíêöèîíèðîâàííîãî äîñòóïà.

Method of the information camouflage is offered
to protect the information from unauthorized access.

Èçâåñòíûå ñïîñîáû çàùèòû èíôîðìàöèè îò äîñ-
òóïà íåîïðåäåëåííîãî êðóãà ëèö îòëè÷àþòñÿ çíà÷è-
òåëüíûìè âðåìåííûìè çàòðàòàìè íà øèôðîâàíèå
òåêñòà [1], à åùå áîëüøèìè � íà åãî ðàñøèôðîâêó
[2], ïîòåðåé ÷àñòè èíôîðìàöèè [3] è íåèäåíòè÷íîñ-
òüþ òåõíè÷åñêèõ ñðåäñòâ êîäèðîâàíèÿ è äåêîäèðî-
âàíèÿ èíôîðìàöèè [4, 5].

Íå çàáîòÿñü î ïîìåõîçàùèùåííîñòè èíôîðìàöèè
â êàíàëå ñâÿçè, óïðîñòèòü ïðîöåññ åå øèôðîâàíèÿ è
äåøèôðîâàíèÿ ïðåäñòàâëÿåòñÿ âîçìîæíûì ïðî-
ãðàììíûìè ñðåäñòâàìè [6].

Åñëè èíôîðìàöèîííîå ñîîáùåíèå (òåêñò, ôàéë)
ðàñïûëèòü (ðàññðåäîòî÷èòü � äèâåðñèôèöèðîâàòü)
áåñïîðÿäî÷íî, òî âîçâðàò ê èñõîäíîìó òåêñòó (åãî
ðåïëèêàöèÿ) òåì áîëåå çàòðóäíåí, ÷åì áîëüøå îáúåì
èñõîäíîãî èíôîðìàöèîííîãî ñîîáùåíèÿ. Èñõîäÿ èç
ýòîãî äîïóñòèìî, íå óñëîæíÿÿ ïðîöåññà âîññòàíîâ-
ëåíèÿ (ðåïëèêàöèè), îñóùåñòâëÿòü ïðåîáðàçîâàíèÿ,
ïðè êîòîðûõ èñõîäíûé ôàéë èíôîðìàöèè ðàçáèâà-
åòñÿ íà áëîêè ïåðåìåííîé äëèíû è â êàæäîì áëîêå
îñóùåñòâëÿåòñÿ âàðüèðóåìûé ñäâèã ïî êîëüöó ASCII-
êîäà êàæäîãî ñèìâîëà áëîêà. Çàêîäèðîâàííûé (çà-
øèôðîâàííûé) òàêèì îáðàçîì ôàéë ìîæíî îïåðà-
òèâíî äåêîäèðîâàòü (ðàñøèôðîâàòü) ïóòåì îáðàò-
íîãî ñäâèãà ñèìâîëîâ áëîêîâ ôàéëà.

Ïðîãðàììíàÿ ðåàëèçàöèÿ äèâåðñèôèêàöèè è/èëè
ðåïëèêàöèè èíôîðìàöèè íà ÿçûêå ïðîãðàììèðîâà-
íèÿ Borland C [6] ïðåäïîëàãàåò íàëè÷èå êîíôèäåí-
öèàëüíîé èíôîðìàöèè, íàïðèìåð â ôàéëå «proba.txt»,
è çàïóñêàþùåãî ìîäóëÿ � â ôàéëå «kod.exe». Ïðè
ýòîì îñóùåñòâëÿåòñÿ ââîä ñ êîìàíäíîé ñòðîêè KOD
proba.txt KiRi, KiLi, ..., «Enter» èëè KOD proba.txt
UiRj, UiLj, ..., «Enter» (äëÿ êîäèðîâàíèÿ è äåêî-
äèðîâàíèÿ, ñîîòâåòñòâåííî), ãäå Ê � êîäèðîâàòü,
U � äåêîäèðîâàòü, i (i=1,m) � ÷èñëî ñèìâîëîâ â
äàííîì áëîêå,  R � ñäâèã âïðàâî, L � ñäâèã âëå-
âî, j (j=1,n) �÷èñëî ïîçèöèé ñäâèãà ñèìâîëîâ â
äàííîì áëîêå.

Ïðîãðàììà äèâåðñèôèêàöèè/ðåïëèêàöèè èíôîð-
ìàöèè:
#include <stdio.h>
#include <io.h>
#include <dos.h>
#include <sys\stat.h>
#include <errno.h>
#include <fcntl.h>
main(argc, argv)
int argc; char *argv[];
{FILE *ff; int ch; int i,j;
unsigned char *ptrsymb; unsigned char symb[1024];
unsigned char str1, str2; unsigned long int size;
int sizeblock=0; int hk; int handle; int smesh=0;
ptrsymb=&symb[0];
if(argc!=4)
printf(�Èñïîëüçîâàíèå ïðîãðàììû :\n� �C:>KOD
<èìÿ ôàéëà> <îïåðàöèÿ> <íàïðàâëåíèå>\ �\t
Îïåðàöèè :\n\t\tK : êîäèðîâàòü�\n\t\tU :
ðàñêîäèðîâàòü\n��\t Íàïðàâëåíèå :� �\n\t\tR :
âïðàâî��\n\t\tL : âëåâî.�); exit(0); }
if(*argv[2]==�K�)goto zk; if(*argv[2]==�U�)goto uk;
else exit(0);
zk: if((ff=fopen(argv[1],�r+�))==NULL)
{printf(�\nÍå íàéäåí ôàéë %s�,argv[1]); exit(1);}
printf(�\nÊîäèðóåòñÿ ôàéë :%s�, argv[1]);
handle=open(argv[1], O_CREAT);
size=filelength(handle); close(handle);
povtor: printf(�\nÌàêñèìàëüíûé ðàçìåð áëîêà â
áàéòàõ :�);
printf(�%d�, size); printf(�\nÂâåäèòå ðàçìåð áëîêà
â áàéòàõ :�);
scanf(�%d�,&sizeblock);
if(size<sizeblock)
{printf(�\nÐàçìåð áëîêà ââåäåí íå êîððåêòíî!�);
goto povtor;}
printf(�\nÂâåäèòå êëþ÷ :�); scanf(�%d�,&hk);
fseek(ff,smesh,0); fread(ptrsymb,1,sizeblock,ff);
if(*argv[3]==�L�)goto zkl;
for(j=0;j<hk;j++)
{str1=symb[0]&1; symb[0]=symb[0]>>1;
for(i=1;i<sizeblock;i++)
{str2=symb[i]&1; symb[i]=symb[i]>>1;
symb[i]=symb[i]|(str1<<7); str1=str2; }
symb[0]=symb[0]|(str1<<7); }
fseek(ff,smesh,0); fwrite(ptrsymb,1,sizeblock,ff);

Ê. ò. í. Ì. Ä. ÑÊÓÁÈËÈÍ,
ä. ò. í. Ä. À. ÑÅ×ÅÍÎÂ, Î. Á. ÑÏÈÐÈÄÎÍÎÂ

Ðîññèÿ, ã. Òàãàíðîã, Ãîñ. ðàäèîòåõíè÷åñêèé óí-ò

ÑÏÎÑÎÁ ÇÀÙÈÒÛ ÈÍÔÎÐÌÀÖÈÈ Â ÊÀÍÀËÀÕ
ÊÎÌÌÓÍÈÊÀÖÈÈ



Òåõíîëîãèÿ è êîíñòðóèðîâàíèå â ýëåêòðîííîé àïïàðàòóðå, 1999, ¹ 4
48

ÝËÅÊÒÐÎÍÍÀß ÀÏÏÀÐÀÒÓÐÀ: ÈÑÑËÅÄÎÂÀÍÈß, ÐÀÇÐÀÁÎÒÊÈ

smesh=smesh+sizeblock; size=size�sizeblock;
if (size!=0) goto povtor; fclose(ff);
printf(�\nÔàéë %s çàêîäèðîâàí.�, argv[1]); exit(0);
zkl: for(j=0;j<hk;j++)
{ str1=symb[0]&0x80; symb[0]=symb[0]<<1;
for(i=1;i<sizeblock;i++)
{ str2=symb[i]&0x80; symb[i]=symb[i]<<1;
symb[i�1]=symb[i�1]|(str2>>7); }
symb[sizeblock�1]=symb[sizeblock�1]|(str1>>7); }
fseek(ff,smesh,0); fwrite(ptrsymb,1,sizeblock,ff);
smesh=smesh+sizeblock; size=size�sizeblock;
if (size!=0) goto povtor; fclose(ff);
printf(�\nÔàéë %s çàêîäèðîâàí.�, argv[1]); exit(0);
uk:if((ff=fopen(argv[1],�r+�))==NULL)
{ printf(�\nÍå íàéäåí ôàéë %s�,argv[1]); exit(1); }
handle=open(argv[1], O_CREAT);
size=filelength(handle);
close(handle);
printf(�\nÐàñêîäèðîâêà ôàéëà :%s�, argv[1]);
povtor2: printf(�\nÂâåäèòå ðàçìåð áëîêà â áàéòàõ :�);
scanf(�%d�,&sizeblock); printf(�\nÂâåäèòå êëþ÷ :�);
scanf(�%d�,&hk); fseek(ff,smesh,0);
fread(ptrsymb,1,sizeblock,ff);
if(*argv[3]==�L�) goto ukr;
for(j=0;j<hk;j++)
{ str1=symb[0]&0x80; symb[0]=symb[0]<<1;
for(i=1;i<sizeblock;i++)
{ str2=symb[i]&0x80; symb[i]=symb[i]<<1;
symb[i�1]=symb[i�1]|(str2>>7);}
symb[sizeblock�1]=symb[sizeblock�1]|(str1>>7); }
fseek(ff,smesh,0); fwrite(ptrsymb,1,sizeblock,ff);
smesh=smesh+sizeblock; size=size�sizeblock;
if (size!=0) goto povtor2; fclose(ff);
printf(�\nÔàéë %s ðàñêîäèðîâàí.�, argv[1]); exit(0);
ukr: for(j=0;j<hk;j++)
{ str1=symb[0]&1; symb[0]=symb[0]>>1;
for(i=1;i<sizeblock;i++)
{ str2=symb[i]&1; symb[i]=symb[i]>>1;
symb[i]=symb[i]|(str1<<7); str1=str2;}
symb[0]=symb[0]|(str1<<7); }
fseek(ff,smesh,0);
fwrite(ptrsymb,1,sizeblock,ff);
smesh=smesh+sizeblock;
size=size�sizeblock;
if (size!=0) goto povtor2; fclose(ff);
printf(�\nÔàéë %s ðàñêîäèðîâàí.�, argv[1]);
exit(0);}

Ïðèìåð ðåàëèçàöèè äèâåðñèôèêàöèè è ðåïëèêàöèè
èíôîðìàöèè

Ôàéë íà ïåðåäàþùåé ñòîðîíå (èñõîäíîå èíôîðìà-
öèîííîå ñîîáùåíèå):
ÑÏÎÑÎÁ ÇÀÙÈÒÛ ÈÍÔÎÐÌÀÖÈÈ ÎÒ ÍÅÑÀÍÊ-
ÖÈÎÍÈÐÎÂÀÍÍÎÃÎ ÄÎÑÒÓÏÀ

Ôàéë íà ïðèíèìàþùåé ñòîðîíå (â êàíàëå ñâÿçè) äëÿ
íåñàíêöèîíèðîâàííîãî ïîëüçîâàòåëÿ ïðè ðàçëè÷íûõ âà-
ðèàíòàõ êîäèðîâàíèÿ:

1)2F>:F:   B-   f»JlB»6R:BH@KDD  GI  FTLLF+
KDGF-  ¦P  -- ¦  q-   CT2Rq¨;

2)21¨t1¦i  <  ¦DÔ-D6R:B2¦  Z»Â:HÂ¦BLLF+
KDGF-HGA@F¦   q  $tÌÔÜ|;

........................................................................;

i)  °ù   ø   ¨   1   Sd    CT   Ð   T      ÒÈ#
ad�#båâ#ãäÉ  ø(  ++øq-  ÑÒ2Rq¨  ;

........................................................................ .
Ôàéë íà ïðèíèìàþùåé còîðîíå äëÿ ñàíêöèîíèðî-

âàííîãî ïîëüçîâàòåëÿ:
ÑÏÎÑÎÁ ÇÀÙÈÒÛ ÈÍÔÎÐÌÀÖÈÈ ÎÒ ÍÅÑÀÍ-

ÊÖÈÎÍÈÐÎÂÀÍÍÎÃÎ ÄÎÑÒÓÏÀ
×èñëî âàðèàíòîâ äàííîãî ôàéëà äëÿ íåñàíêöèîíè-

ðîâàííîãî ïîëüçîâàòåëÿ ïðåâûøàåò 12000 è ðàñòåò ñ ðîñ-
òîì îáúåìà ôàéëà, ÷òî ïðåäñòàâëÿåòñÿ òðóäíîðàçðåøè-
ìîé çàäà÷åé çà ðàçóìíîå âðåìÿ.

***
Èñïîëüçîâàíèå ïðèâåäåííîé âûøå ïðîãðàììû

îáåñïå÷èâàåò èäåíòè÷íîñòü òåõíè÷åñêèõ ñðåäñòâ íà
ïåðåäàþùåé è ïðèíèìàþùåé ñòîðîíàõ êàíàëà ñâÿçè
è îïåðàòèâíóþ ðåïëèêàöèþ èíôîðìàöèè ñàíêöèîíè-
ðîâàííûì ïîëüçîâàòåëåì.
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